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GRID SECURITY RESEARCH AND DEVELOPMENT ACT 

SEPTEMBER 4, 2020.—Ordered to be printed 

Ms. JOHNSON of Texas, from the Committee on Science, Space, and 
Technology, submitted the following 

R E P O R T 

[To accompany H.R. 5760] 

[Including cost estimate of the Congressional Budget Office] 

The Committee on Committee on Science, Space, and Technology, 
to whom was referred the bill (H.R. 5760) to provide for a com-
prehensive interdisciplinary research, development, and dem-
onstration initiative to strengthen the capacity of the energy sector 
to prepare for and withstand cyber and physical attacks, and for 
other purposes, having considered the same, reports favorably 
thereon with an amendment and recommends that the bill as 
amended do pass. 
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I. AMENDMENT 

The amendment is as follows: 
Strike all after the enacting clause and insert the following: 

SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Grid Security Research and Development Act’’. 
SEC. 2. FINDINGS. 

Congress finds the following: 
(1) The Nation, and every critical infrastructure sector, depends on reliable 

electricity. 
(2) Intelligent electronic devices, advanced analytics, and information systems 

used across the energy sector are essential to maintaining reliable operation of 
the electric grid. 

(3) The cybersecurity threat landscape is constantly changing and attacker ca-
pabilities are advancing rapidly, requiring ongoing modifications, advance-
ments, and investments in technologies and procedures to maintain security. 

(4) It is in the national interest for Federal agencies to invest in cybersecurity 
research that informs and facilitates private sector investment and use of ad-
vanced cybersecurity tools and procedures to protect information systems. 

(5) The number of devices and systems connecting to the electric grid is in-
creasing, and integrating cybersecurity protections into information systems 
when they are built is more effective than modifying products after installation 
to meet cybersecurity goals. 

(6) An understanding of human factors can be leveraged to understand the 
behavior of cyber threat actors, develop strategies to counter threat actors, im-
prove cybersecurity training programs, optimize the design of human-machine 
interfaces and cybersecurity tools, and increase the capacity of the energy sector 
workforce to prevent unauthorized access to critical systems. 

SEC. 3. AMENDMENT TO ENERGY INDEPENDENCE AND SECURITY ACT OF 2007. 

Title XIII of the Energy Independence and Security Act of 2007 (42 U.S.C. 17381 
et seq.) is amended by adding at the end the following: 
‘‘SEC. 1310. ENERGY SECTOR SECURITY RESEARCH, DEVELOPMENT, AND DEMONSTRATION 

PROGRAM. 

‘‘(a) IN GENERAL.—The Secretary, in coordination with appropriate Federal agen-
cies, the Electricity Subsector Coordinating Council, the Electric Reliability Organi-
zation, State, tribal, local, and territorial governments, the private sector, and other 
relevant stakeholders, shall carry out a research, development, and demonstration 
program to protect the electric grid and energy systems, including assets connected 
to the distribution grid, from cyber and physical attacks by increasing the cyber and 
physical security capabilities of the energy sector and accelerating the development 
of relevant technologies and tools. 

‘‘(b) DEPARTMENT OF ENERGY.—As part of the initiative described in subsection 
(a), the Secretary shall award research, development, and demonstration grants to— 

‘‘(1) identify cybersecurity risks to information systems within, and impacting, 
the electricity sector, energy systems, and energy infrastructure; 

‘‘(2) develop methods and tools to rapidly detect cyber intrusions and cyber 
incidents, including through the use of data and big data analytics techniques, 
such as intrusion detection, and security information and event management 
systems, to validate and verify system behavior; 

‘‘(3) assess emerging cybersecurity capabilities that could be applied to energy 
systems and develop technologies that integrate cybersecurity features and pro-
cedures into the design and development of existing and emerging grid tech-
nologies, including renewable energy, storage, and demand-side management 
technologies; 

‘‘(4) identify existing vulnerabilities in intelligent electronic devices, advanced 
analytics systems, and information systems; 

‘‘(5) work with relevant entities to develop technologies or concepts that build 
or retrofit cybersecurity features and procedures into— 

‘‘(A) information and energy management system devices, components, 
software, firmware, and hardware, including distributed control and man-
agement systems, and building management systems; 

‘‘(B) data storage systems, data management systems, and data analysis 
processes; 

‘‘(C) automated- and manually-controlled devices and equipment for moni-
toring and stabilizing the electric grid; 
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‘‘(D) technologies used to synchronize time and develop guidance for oper-
ational contingency plans when time synchronization technologies, are com-
promised; 

‘‘(E) power system delivery and end user systems and devices that con-
nect to the grid, including— 

‘‘(i) meters, phasor measurement units, and other sensors; 
‘‘(ii) distribution automation technologies, smart inverters, and other 

grid control technologies; 
‘‘(iii) distributed generation, energy storage, and other distributed en-

ergy technologies; 
‘‘(iv) demand response technologies; 
‘‘(v) home and building energy management and control systems; 
‘‘(vi) electric and plug-in hybrid vehicles and electric vehicle charging 

systems; and 
‘‘(vii) other relevant devices, software, firmware, and hardware; and 

‘‘(F) the supply chain of electric grid management system components; 
‘‘(6) develop technologies that improve the physical security of information 

systems, including remote assets; 
‘‘(7) integrate human factors research into the design and development of ad-

vanced tools and processes for dynamic monitoring, detection, protection, miti-
gation, response, and cyber situational awareness; 

‘‘(8) evaluate and understand the potential consequences of practices used to 
maintain the cybersecurity of information systems and intelligent electronic de-
vices; 

‘‘(9) develop or expand the capabilities of existing cybersecurity test beds to 
simulate impacts of cyber attacks and combined cyber-physical attacks on infor-
mation systems and electronic devices, including by increasing access to existing 
and emerging test beds for cooperative utilities, utilities owned by a political 
subdivision of a State, such as municipally-owned electric utilities, and other 
relevant stakeholders; and 

‘‘(10) develop technologies that reduce the cost of implementing effective cy-
bersecurity technologies and tools, including updates to these technologies and 
tools, in the energy sector. 

‘‘(c) NATIONAL SCIENCE FOUNDATION.—The National Science Foundation, in co-
ordination with other Federal agencies as appropriate, shall through its cybersecu-
rity research and development programs— 

‘‘(1) support basic research to advance knowledge, applications, technologies, 
and tools to strengthen the cybersecurity of information systems, including elec-
tric grid and energy systems, including interdisciplinary research in— 

‘‘(A) evolutionary systems, theories, mathematics, and models; 
‘‘(B) economic and financial theories, mathematics, and models; and 
‘‘(C) big data analytical methods, mathematics, computer coding, and al-

gorithms; and 
‘‘(2) support cybersecurity education and training focused on information sys-

tems for the electric grid and energy workforce, including through the Advanced 
Technological Education program, the Cybercorps program, graduate research 
fellowships, and other appropriate programs. 

‘‘(d) DEPARTMENT OF HOMELAND SECURITY SCIENCE AND TECHNOLOGY DIREC-
TORATE.—The Science and Technology Directorate of the Department of Homeland 
Security shall coordinate with the Department of Energy, the private sector, and 
other relevant stakeholders, to research existing cybersecurity technologies and tools 
used in the defense industry in order to— 

‘‘(1) identify technologies and tools that may meet civilian energy sector cyber-
security needs; 

‘‘(2) develop a research strategy that incorporates human factors research 
findings to guide the modification of defense industry cybersecurity tools for use 
in the civilian sector; 

‘‘(3) develop a strategy to accelerate efforts to bring modified defense industry 
cybersecurity tools to the civilian market; and 

‘‘(4) carry out other activities the Secretary of Homeland Security considers 
appropriate to meet the goals of this subsection. 

‘‘SEC. 1311. GRID RESILIENCE AND EMERGENCY RESPONSE. 

‘‘(a) IN GENERAL.—Not later than 180 days after the enactment of the Grid Secu-
rity Research and Development Act, the Secretary shall establish a research, devel-
opment, and demonstration program to enhance resilience and strengthen emer-
gency response and management pertaining to the energy sector. 
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‘‘(b) GRANTS.—The Secretary shall award grants to eligible entities under sub-
section (c) on a competitive basis to conduct research and development with the pur-
pose of improving the resilience and reliability of electric grid by— 

‘‘(1) developing methods to improve community and governmental preparation 
for and emergency response to large-area, long-duration electricity interrup-
tions, including through the use of energy efficiency, storage, and distributed 
generation technologies; 

‘‘(2) developing tools to help utilities and communities ensure the continuous 
delivery of electricity to critical facilities; 

‘‘(3) developing tools to improve coordination between utilities and relevant 
Federal agencies to enable communication, information-sharing, and situational 
awareness in the event of a physical or cyber-attack on the electric grid; 

‘‘(4) developing technologies and capabilities to withstand and address the 
current and projected impact of the changing climate on energy sector infra-
structure, including extreme weather events and other natural disasters; 

‘‘(5) developing technologies capable of early detection of malfunctioning elec-
trical equipment on the transmission and distribution grid, including detection 
of spark ignition causing wildfires and risks of vegetation contact; 

‘‘(6) assessing upgrades and additions needed to energy sector infrastructure 
due to projected changes in the energy generation mix and energy demand; and 

‘‘(7) upgrading tools used to estimate the costs of outages longer than 24 
hours. 

‘‘(8) developing tools and technologies to assist with the planning, safe execu-
tion of, and safe and timely restoration of power after emergency power shut 
offs, such as those conducted to reduce risks of wildfires started by grid infra-
structure. 

‘‘(c) ELIGIBLE ENTITIES.—The entities eligible to receive grants under this section 
include— 

‘‘(1) an institution of higher education; 
‘‘(2) a nonprofit organization; 
‘‘(3) a National Laboratory; 
‘‘(4) a unit of State, local, or tribal government; 
‘‘(5) an electric utility or electric cooperative; 
‘‘(6) a retail service provider of electricity; 
‘‘(7) a private commercial entity; 
‘‘(8) a partnership or consortium of 2 or more entities described in subpara-

graphs (1) through (7); and 
‘‘(9) any other entities the Secretary deems appropriate. 

‘‘(d) RELEVANT ACTIVITIES.—Grants awarded under subsection (b) shall include 
funding for research and development activities related to the purpose described in 
subsection (b), such as— 

‘‘(1) development of technologies to use distributed energy resources, such as 
solar photovoltaics, energy storage systems, electric vehicles, and microgrids, to 
improve grid and critical end-user resilience; 

‘‘(2) analysis of non-technical barriers to greater integration and use of tech-
nologies on the distribution grid; 

‘‘(3) analysis of past large-area, long-duration electricity interruptions to iden-
tify common elements and best practices for electricity restoration, mitigation, 
and prevention of future disruptions; 

‘‘(4) development of advanced monitoring, analytics, operation, and controls of 
electric grid systems to improve electric grid resilience; 

‘‘(5) analysis of technologies, methods, and concepts that can improve commu-
nity resilience and survivability of frequent or long-duration power outages; 

‘‘(6) development of methodologies to maintain cybersecurity during restora-
tion of energy sector infrastructure and operation; 

‘‘(7) development of advanced power flow control systems and components to 
improve electric grid resilience; and 

‘‘(8) any other relevant activities determined by the Secretary. 
‘‘(e) TECHNICAL ASSISTANCE.— 

‘‘(1) IN GENERAL.—The Secretary shall provide technical assistance to eligible 
entities for the commercial application of technologies to improve the resilience 
of the electric grid and commercial application of technologies to help entities 
develop plans for preventing and recovering from various power outage sce-
narios at the local, regional, and State level. 

‘‘(2) TECHNICAL ASSISTANCE PROGRAM.—The commercial application technical 
assistance program established in paragraph (1) shall include assistance to eli-
gible entities for— 

‘‘(A) the commercial application of technologies developed from the grant 
program established in subsection (b), including cooperative utilities and 
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utilities owned by a political subdivision of a State, such as municipally- 
owned electric utilities; 

‘‘(B) the development of methods to strengthen or otherwise mitigate ad-
verse impacts on electric grid infrastructure against natural hazards; 

‘‘(C) the use of Department data and modeling tools for various purposes; 
‘‘(D) a resource assessment and analysis of future demand and distribu-

tion requirements, including development of advanced grid architectures 
and risk analysis; and 

‘‘(E) the development of tools and technologies to coordinate data across 
relevant entities to promote resilience and wildfire prevention in the plan-
ning, design, construction, operation, and maintenance of transmission in-
frastructure; 

‘‘(F) analysis to predict the likelihood of extreme weather events to inform 
the planning, design, construction, operation, and maintenance of trans-
mission infrastructure in consultation with the National Oceanic and At-
mospheric Administration; and 

‘‘(G) the commercial application of relevant technologies, such as distrib-
uted energy resources, microgrids, or other energy technologies, to establish 
backup power for users or facilities affected by emergency power shutoffs. 

‘‘(3) ELIGIBLE ENTITIES.—The entities eligible to receive technical assistance 
for commercial application of technologies under this section include— 

‘‘(A) representatives of all sectors of the electric power industry, including 
electric utilities, trade organizations, and transmission and distribution sys-
tem organizations, owners, and operators; 

‘‘(B) State and local governments and regulatory authorities, including 
public utility commissions; 

‘‘(C) tribal and Alaska Native governmental entities; 
‘‘(D) partnerships among entities under subparagraphs (A) through (C); 
‘‘(E) regional partnerships; and 
‘‘(F) any other entities the Secretary deems appropriate. 

‘‘(4) AUTHORITY.—Nothing in this section shall authorize the Secretary to re-
quire any entity to adopt any model, tool, technology, plan, analysis, or assess-
ment. 

‘‘SEC. 1312. BEST PRACTICES AND GUIDANCE DOCUMENTS FOR ENERGY SECTOR CYBERSECU-
RITY RESEARCH. 

‘‘(a) IN GENERAL.—The Secretary, in coordination with appropriate Federal agen-
cies, the Electricity Subsector Coordinating Council, standards development organi-
zations, State, tribal, local, and territorial governments, the private sector, public 
utility commissions, and other relevant stakeholders, shall coordinate the develop-
ment of guidance documents for research, development, and demonstration activities 
to improve the cybersecurity capabilities of the energy sector through participating 
agencies. As part of these activities, the Secretary shall— 

‘‘(1) facilitate stakeholder involvement to update— 
‘‘(A) the Roadmap to Achieve Energy Delivery Systems Cybersecurity; 
‘‘(B) the Cybersecurity Procurement Language for Energy Delivery Sys-

tems, including developing guidance for— 
‘‘(i) contracting with third parties to conduct vulnerability testing for 

information systems used across the energy production, delivery, stor-
age, and end use systems; 

‘‘(ii) contracting with third parties that utilize transient devices to ac-
cess information systems; and 

‘‘(iii) managing supply chain risks; and 
‘‘(C) the Electricity Subsector Cybersecurity Capability Maturity Model, 

including the development of metrics to measure changes in cybersecurity 
readiness; and 

‘‘(2) develop voluntary guidance to improve digital forensic analysis capabili-
ties, including— 

‘‘(A) developing standardized terminology and monitoring processes; and 
‘‘(B) utilizing human factors research to develop more effective procedures 

for logging incident events; and 
‘‘(3) work with the National Science Foundation, Department of Homeland Se-

curity, and stakeholders to develop a mechanism to anonymize, aggregate, and 
share the testing results from cybersecurity test beds to facilitate technology im-
provements by public and private sector researchers. 

‘‘(b) BEST PRACTICES.—The Secretary, in collaboration with the Director of the Na-
tional Institute of Standards and Technology and other appropriate Federal agen-
cies, shall convene relevant stakeholders and facilitate the development of— 

‘‘(1) consensus-based best practices to improve cybersecurity for— 
‘‘(A) emerging energy technologies; 
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‘‘(B) distributed generation and storage technologies, and other distrib-
uted energy resources; 

‘‘(C) electric vehicles and electric vehicle charging stations; and 
‘‘(D) other technologies and devices that connect to the electric grid; 

‘‘(2) recommended cybersecurity designs and technical requirements that can 
be used by the private sector to design and build interoperable cybersecurity 
features into technologies that connect to the electric grid, including networked 
devices and components on distribution systems; and 

‘‘(3) technical analysis that can be used by the private sector in developing 
best practices for test beds and test bed methodologies that will enable repro-
ducible testing of cybersecurity protections for information systems, electronic 
devices, and other relevant components, software, and hardware across test 
beds. 

‘‘(c) REGULATORY AUTHORITY.—None of the activities authorized in this section 
shall be construed to authorize regulatory actions. Additionally, the voluntary 
standards developed under this section shall not duplicate or conflict with manda-
tory reliability standards. 
‘‘SEC. 1313. VULNERABILITY TESTING AND TECHNICAL ASSISTANCE TO IMPROVE CYBERSE-

CURITY. 

‘‘(a) IN GENERAL.—The Secretary shall— 
‘‘(1) coordinate with energy sector asset owners and operators, leveraging the 

research facilities and expertise of the National Laboratories, to assist entities 
in developing testing capabilities by— 

‘‘(A) utilizing a range of methods to identify vulnerabilities in physical 
and cyber systems; 

‘‘(B) developing cybersecurity risk assessment tools and providing anal-
yses and recommendations to participating stakeholders; and 

‘‘(C) working with stakeholders to develop methods to share anonymized 
and aggregated test results to assist relevant stakeholders in the energy 
sector, researchers, and the private sector to advance cybersecurity efforts, 
technologies, and tools; 

‘‘(2) collaborate with relevant stakeholders, including public utility commis-
sions, to— 

‘‘(A) identify information, research, staff training, and analytical tools 
needed to evaluate cybersecurity issues and challenges in the energy sector; 
and 

‘‘(B) facilitate the sharing of information and the development of tools 
identified under subparagraph (A); 

‘‘(3) collaborate with tribal governments to identify information, research, and 
analysis tools needed by tribal governments to increase the cybersecurity of en-
ergy assets within their jurisdiction. 

‘‘SEC. 1314. EDUCATION AND WORKFORCE TRAINING RESEARCH AND STANDARDS. 

‘‘(a) IN GENERAL.—The Secretary shall support the development of a cybersecurity 
workforce through a program that— 

‘‘(1) facilitates collaboration between undergraduate and graduate students, 
researchers at the National Laboratories, and the private sector; 

‘‘(2) prioritizes science and technology in areas relevant to the mission of the 
Department of Energy through the design and application of cybersecurity tech-
nologies; 

‘‘(3) develops, or facilitates private sector development of, voluntary cybersecu-
rity training and retraining standards, lessons, and recommendations for the 
energy sector that minimize duplication of cybersecurity compliance training 
programs; and 

‘‘(4) maintains a public database of cybersecurity education, training, and cer-
tification programs. 

‘‘(b) GRID RESILIENCE TECHNOLOGY TRAINING.—The Secretary shall support the 
development of the grid workforce through a training program that prioritizes ac-
tivities that enhance the resilience of the electric grid and energy sector infrastruc-
ture, including training on the use of tools, technologies, and methods developed 
under the grant program established in section 1311(b). 

‘‘(c) COLLABORATION.—In carrying out the program authorized in subsection (a) 
and (b), the Secretary shall leverage programs and activities carried out across the 
Department of Energy, other relevant Federal agencies, institutions of higher edu-
cation, and other appropriate entities best suited to provide national leadership on 
cybersecurity and grid resilience-related issues. 
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‘‘SEC. 1315. INTERAGENCY COORDINATION AND STRATEGIC PLAN FOR ENERGY SECTOR CY-
BERSECURITY RESEARCH. 

‘‘(a) DUTIES.—The Secretary, in coordination with the Energy Sector Government 
Coordinating Council, shall— 

‘‘(1) review the most recent versions of the Roadmap to Achieve Energy Deliv-
ery Systems Cybersecurity and the Multi-Year Program Plan for Energy Sector 
Cybersecurity to identify crosscutting energy sector cybersecurity research 
needs and opportunities for collaboration among Federal agencies and other rel-
evant stakeholders; 

‘‘(2) identify interdisciplinary research, technology, and tools that can be ap-
plied to cybersecurity challenges in the energy sector; 

‘‘(3) identify technology transfer opportunities to accelerate the development 
and commercial application of novel cybersecurity technologies, systems, and 
processes in the energy sector; and 

‘‘(4) develop a coordinated Interagency Strategic Plan for research to advance 
cybersecurity capabilities used in the energy sector that builds on the Roadmap 
to Achieve Energy Delivery Systems in Cybersecurity and the Multi-Year Pro-
gram Plan for Energy Sector Cybersecurity. 

‘‘(b) INTERAGENCY STRATEGIC PLAN.— 
‘‘(1) SUBMITTAL.—The Interagency Strategic Plan developed under subsection 

(a)(4) shall be submitted to Congress and made public within 12 months after 
the date of enactment of the Grid Security Research and Development Act. 

‘‘(2) CONTENTS.—The Interagency Strategic Plan shall include— 
‘‘(A) an analysis of how existing cybersecurity research efforts across the 

Federal Government are advancing the goals of the Roadmap to Achieve 
Energy Delivery Systems Cybersecurity and the Multi-Year Program Plan 
for Energy Sector Cybersecurity; 

‘‘(B) recommendations for research areas that may advance the cybersecu-
rity of the energy sector; 

‘‘(C) an overview of existing and proposed public and private sector re-
search efforts that address the topics outlined in paragraph (3); and 

‘‘(D) an overview of needed support for workforce training in cybersecu-
rity for the energy sector. 

‘‘(3) CONSIDERATIONS.—In developing the Interagency Strategic Plan, the Sec-
retary, in coordination with the Energy Sector Government Coordinating Coun-
cil, shall consider— 

‘‘(A) opportunities for human factors research to improve the design and 
effectiveness of cybersecurity devices, technologies, tools, processes, and 
training programs; 

‘‘(B) contributions of other disciplines to the development of innovative cy-
bersecurity procedures, devices, components, technologies, and tools; 

‘‘(C) opportunities for technology transfer programs to facilitate private 
sector development of cybersecurity procedures, devices, components, tech-
nologies, and tools for the energy sector; 

‘‘(D) broader applications of the work done by relevant Federal agencies 
to advance the cybersecurity of information systems and data analytics sys-
tems for the energy sector; and 

‘‘(E) activities called for in the Federal cybersecurity research and devel-
opment strategic plan required by section 201(a)(1) of the Cybersecurity En-
hancement Act of 2014 (15 U.S.C. 7431(a)(1)). 

‘‘(c) PARTICIPATION.—For the purposes of carrying out this section, the Energy Sec-
tor Government Coordinating Council shall include representatives from Federal 
agencies with expertise in the energy sector, information systems, data analytics, 
cyber and physical systems, engineering, human factors research, human-machine 
interfaces, high performance computing, big data and data analytics, or other dis-
ciplines considered appropriate by the Council Chair. 
‘‘SEC. 1316. REPORT TO CONGRESS. 

‘‘(a) BALANCING RISKS, INCREASING SECURITY, AND IMPROVING MODERNIZATION.— 
‘‘(1) STUDY.—The Secretary, in collaboration with the National Institute of 

Standards and Technology, other Federal agencies, and energy sector stake-
holders, in order to provide recommendations for additional research, develop-
ment, demonstration, and commercial application activities, shall— 

‘‘(A) analyze physical and cyber attacks on energy sector infrastructure 
and information systems and identify cost-effective opportunities to improve 
physical and cyber security; and 

‘‘(B) examine the risks associated with increasing penetration of digital 
technologies in grid networks, particularly on the distribution grid. 

‘‘(2) CONTENT.—The study shall— 
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‘‘(A) analyze processes, operational procedures, and other factors common 
among cyber attacks; 

‘‘(B) identify areas where human behavior plays a critical role in main-
taining or compromising the security of a system; 

‘‘(C) recommend— 
‘‘(i) changes to the design of devices, human-machine interfaces, tech-

nologies, tools, processes, or procedures to optimize security that do not 
require a change in human behavior; and 

‘‘(ii) training techniques to increase the capacity of employees to ac-
tively identify, prevent, or neutralize the impact of cyber attacks; 

‘‘(D) evaluate existing engineering and technical design criteria and 
guidelines that incorporate human factors research findings, and rec-
ommend criteria and guidelines for cybersecurity tools that can be used to 
develop display systems for cybersecurity monitoring, such as alarms, user- 
friendly displays, and layouts; 

‘‘(E) evaluate the cybersecurity risks and benefits of various design and 
architecture options for energy sector systems, networked grid systems and 
components, and automation systems, including consideration of— 

‘‘(i) designs that include both digital and analog control devices and 
technologies; 

‘‘(ii) different communication technologies used to transfer informa-
tion and data between control system devices, technologies, and system 
operators; 

‘‘(iii) automated and human-in-the-loop devices and technologies; 
‘‘(iv) programmable versus nonprogrammable devices and tech-

nologies; 
‘‘(v) increased redundancy using dissimilar cybersecurity tech-

nologies; and 
‘‘(vi) grid architectures that use autonomous functions to limit control 

vulnerabilities; and 
‘‘(F) recommend methods or metrics to document changes in risks associ-

ated with system designs and architectures. 
‘‘(3) CONSULTATION.—In conducting the study, the Secretary shall consult 

with energy sector stakeholders, academic researchers, the private sector, and 
other relevant stakeholders. 

‘‘(4) REPORT.—Not later than 24 months after the date of enactment of the 
Grid Security Research and Development Act, the Secretary shall submit the 
study to the Committee on Science, Space, and Technology of the House of Rep-
resentatives and the Committee on Energy and Natural Resources of the Sen-
ate. 

‘‘SEC. 1317. DEFINITIONS. 

‘‘In this title: 
‘‘(1) BIG DATA.—The term ‘big data’ means datasets that require advanced an-

alytical methods for their transformation into useful information. 
‘‘(2) CYBERSECURITY.—The term ‘cybersecurity’ means protecting an informa-

tion system or information that is stored on, processed by, or transiting an in-
formation system from a cybersecurity threat or security vulnerability. 

‘‘(3) CYBERSECURITY THREAT.—The term ‘cybersecurity threat’ has the mean-
ing given the term in section 102 of the Cybersecurity Information Sharing Act 
of 2015 (6 U.S.C. 1501). 

‘‘(4) ELECTRICITY SUBSECTOR COORDINATING COUNCIL.—The term ‘Electricity 
Subsector Coordinating Council’ means the self-organized, self-governed council 
consisting of senior industry representatives to serve as the principal liaison be-
tween the Federal Government and the electric power sector and to carry out 
the role of the Sector Coordinating Council as established in the National Infra-
structure Protection Plan for the electricity subsector. 

‘‘(5) ENERGY SECTOR GOVERNMENT COORDINATING COUNCIL.—The term ‘Energy 
Sector Government Coordinating Council’ means the council consisting of rep-
resentatives from relevant Federal Government agencies to provide effective co-
ordination of energy sector efforts to ensure a secure, reliable, and resilient en-
ergy infrastructure and to carry out the role of the Government Coordinating 
Council as established in the National Infrastructure Protection Plan for the en-
ergy sector. 

‘‘(6) HUMAN FACTORS RESEARCH.—The term ‘human factors research’ means 
research on human performance in social and physical environments, and on 
the integration and interaction of humans with physical systems and computer 
hardware and software. 
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‘‘(7) HUMAN-MACHINE INTERFACES.—The term ‘human-machine interfaces’ 
means technologies that present information to an operator or user about the 
state of a process or system, or accept human instructions to implement an ac-
tion, including visualization displays such as a graphical user interface. 

‘‘(8) INFORMATION SYSTEM.—The term ‘information system’— 
‘‘(A) has the meaning given the term in section 102 of the Cybersecurity 

Information Sharing Act of 2015 (6 U.S.C. 1501); and 
‘‘(B) includes operational technology, information technology, and commu-

nications. 
‘‘(9) NATIONAL LABORATORY.—The term ‘national laboratory’ has the meaning 

given the term in section 2 of the Energy Policy Act of 2005 (42 U.S.C. 15801). 
‘‘(10) SECURITY VULNERABILITY.—The term ‘security vulnerability’ has the 

meaning given the term in section 102 of the Cybersecurity Information Sharing 
Act of 2015 (6 U.S.C. 1501). 

‘‘(11) TRANSIENT DEVICES.—The term ‘transient devices’ means removable 
media, including floppy disks, compact disks, USB flash drives, external hard 
drives, mobile devices, and other devices that utilize wireless connections. 

‘‘SEC. 1318. AUTHORIZATION OF APPROPRIATIONS. 

‘‘There are authorized to be appropriated to the Secretary to carry out this Act— 
‘‘(1) $150,000,000 for fiscal year 2021; 
‘‘(2) $157,500,000 for fiscal year 2022; 
‘‘(3) $165,375,000 for fiscal year 2023; 
‘‘(4) $173,645,000 for fiscal year 2024; and 
‘‘(5) $182,325,000 for fiscal year 2025.’’. 

SEC. 4. CRITICAL INFRASTRUCTURE RESEARCH AND CONSTRUCTION. 

(a) IN GENERAL.—The Secretary shall carry out a program of research, develop-
ment, and demonstration of technologies and tools to help ensure the resilience and 
security of critical integrated grid infrastructures. 

(b) CRITICAL INFRASTRUCTURE DEFINED.—The term ‘‘critical infrastructure’’ means 
infrastructure that the Secretary determines to be vital to socioeconomic activities 
such that, if destroyed or damaged, such destruction or damage could cause sub-
stantial disruption to such socioeconomic activities. 

(c) COORDINATION.—In carrying out the program under subsection (a), the Sec-
retary shall leverage expertise and resources of and facilitate collaboration and co-
ordination between— 

(1) relevant programs and activities across the Department; 
(2) the Department of Defense; and 
(3) the Department of Homeland Security. 

(d) CRITICAL INFRASTRUCTURE TEST FACILITY.—In carrying out the program under 
subsection (a), the Secretary shall establish and operate a Critical Infrastructure 
Test Facility (referred to in this section as the ‘‘Test Facility’’) that allows for scal-
able physical and cyber performance testing to be conducted on industry-scale crit-
ical infrastructure systems. This facility shall include a focus on— 

(1) cybersecurity test beds; and 
(2) electric grid test beds. 

(e) SELECTION.—The Secretary shall select the Test Facility under this section on 
a competitive, merit-reviewed basis. The Secretary shall consider applications from 
National Laboratories, institutions of higher education, multi-institutional collabora-
tions, and other appropriate entities. 

(f) DURATION.—The Test Facility established under this section shall receive sup-
port for a period of not more than 5 years, subject to the availability of appropria-
tions. 

(g) RENEWAL.—Upon the expiration of any period of support of the Test Facility, 
the Secretary may renew support for the Test Facility, on a merit-reviewed basis, 
for a period of not more than 5 years. 

(h) TERMINATION.—Consistent with the existing authorities of the Department, 
the Secretary may terminate the Test Facility for cause during the performance pe-
riod. 
SEC. 5. CONFORMING AMENDMENT. 

Section 1(b) of the Energy Independence and Security Act of 2007 is amended in 
the table of contents by adding after the matter relating to section 1309 the fol-
lowing: 
‘‘Sec. 1310. Energy sector security research, development, and demonstration program. 
‘‘Sec. 1311. Grid resilience and emergency response. 
‘‘Sec. 1312. Best practices and guidance documents for energy sector cybersecurity research. 
‘‘Sec. 1313. Vulnerability testing and technical assistance to improve cybersecurity. 
‘‘Sec. 1314. Education and workforce training research and standards. 
‘‘Sec. 1315. Interagency coordination and strategic plan for energy sector cybersecurity research. 
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‘‘Sec. 1316. Report to Congress. 
‘‘Sec. 1317. Definitions. 
‘‘Sec. 1318. Authorization of appropriations.’’. 

II. PURPOSE OF THE BILL 

The purpose of the bill is to authorize a comprehensive inter-
disciplinary research, development, and demonstration initiative to 
strengthen the capacity of the energy sector to prepare for and 
withstand cyber and physical attacks and improve the security of 
the energy sector. H.R. 5760 is sponsored by Mr. Bera and co-spon-
sored by Mr. Weber. 

III. BACKGROUND AND NEED FOR THE LEGISLATION 

The electric grid is a central and pivotal part of our quality of 
life, economy, and national security. The nation, and every critical 
infrastructure sector, depends on reliable electricity. However, the 
cybersecurity threat landscape faced by the energy sector is con-
stantly changing and attacker capabilities are advancing rapidly, 
requiring ongoing modifications, advancements, and investments in 
technologies and procedures to maintain the security of these sys-
tems. Cyber and physical attacks on the grid are serious and re-
quire a sustained investment in research to keep pace with con-
stantly shifting threats. Additionally, robust cybersecurity requires 
a highly skilled workforce that can quickly adapt to this threat 
landscape. The Department of Energy (DOE) has an important role 
to play in developing relevant technologies and other supporting 
programs to achieve these goals. 

DOE’s Office of Cybersecurity, Energy Security, and Emergency 
Response (CESER) leads the Department’s efforts on emergency 
preparedness and coordinated response to disruptions to the energy 
sector, including physical and cyber-attacks, natural disasters, and 
man-made events. CESER supports improving cybersecurity pre-
paredness in the energy sector; coordinating responses and recov-
ery from cyber incidents; detecting and mitigating cyber risks for 
energy sector owners and operators; and sharing threat informa-
tion among energy sector partners, in addition to a variety of other 
activities. CESER partners with other federal agencies, including 
the Department of Homeland Security (DHS), National Institute of 
Standards and Technology (NIST), and National Science Founda-
tion (NSF), and industry partners in carrying out its mission. 

IV. COMMITTEE HEARINGS 

Pursuant to Section 103(i) of H. Res. 6, the Committee des-
ignates the following hearings as having been used to develop or 
consider the legislation: 

On July 17, 2019 the Honorable Conor Lamb presiding, the Sub-
committee on Energy of the Committee on Science, Space, and 
Technology held a hearing to examine research needs to modernize 
and secure our nation’s electricity grid. Witnesses and Members 
discussed the extensive work done at DOE to develop technologies 
that improve the flexibility, resilience, and security of the electric 
grid and the need for continued and additional investments in our 
nation’s cybersecurity and emergency response workforce. 
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WITNESSES 

The Honorable Karen Evans, Assistant Secretary, Office of Cy-
bersecurity, Energy Security, and Emergency Response, U.S. De-
partment of Energy 

Mr. Juan J. Torres, Associate Laboratory Director, Energy Sys-
tems Integration, National Renewable Energy Laboratory and Co- 
Chair, Grid Modernization Lab Consortium 

Ms. Kelly Speakes-Backman, CEO, Energy Storage Association 
Ms. Katherine Hamilton, Chair, 38 North Solutions and Execu-

tive Director, Advanced Energy Management Alliance 

V. COMMITTEE CONSIDERATION AND VOTES 

The Committee on Science, Space, and Technology met to con-
sider H.R. 5760 on February 12, 2020, and considered the following 
amendments to the bill: 

Mr. Bera offered a Manager’s amendment that would make tech-
nical and conforming changes to the bill. The amendment was 
agreed to by a voice vote. 

Mr. McNerney offered an amendment that would ensure the Sec-
retary would support the research and development of tools and 
technologies to prevent wildfires caused by electric grid infrastruc-
ture and would also support the development of training programs 
for the grid infrastructure workforce. The amendment was agreed 
to by a voice vote. 

Mr. Waltz offered an amendment that would add a research, de-
velopment, and demonstration program to advance technologies 
and tools to help ensure the resilience and security of critical inte-
grated grid infrastructures and would establish a Critical Infra-
structure Test Facility. The amendment was agreed to by a voice 
vote. 

Chairwoman Johnson moved that the Committee favorably re-
port the bill, H.R. 5760, as amended, to the House of Representa-
tives with the recommendation that the bill be approved. The mo-
tion was agreed to by a voice vote. 

VI. SUMMARY OF MAJOR PROVISIONS OF THE BILL 

The Grid Security Research and Development Act (H.R. 5760) 
would authorize a cross-agency research, development, and dem-
onstration program to advance cyber and physical security capabili-
ties for the energy sector at DOE, DHS, NIST, and NSF. The bill 
also authorizes DOE to develop technologies to enhance the resil-
ience of the electric grid and to improve relevant emergency re-
sponse and management activities, establishes a DOE critical in-
frastructure test facility, and requires DOE to work with stake-
holders to update relevant cybersecurity roadmaps and provide 
guidance on implementation of cybersecurity practices, and sup-
ports the development of a cybersecurity workforce by authorizing 
DOE to work with relevant federal agencies and institutions of 
higher education to develop cybersecurity education and training. 

VII. SECTION-BY-SECTION ANALYSIS (BY TITLE AND SECTION) 

Sec. 1. Short title 
‘‘Grid Security Research and Development Act’’ 
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Sec. 2. Findings 
Outlines the bill’s findings. 

Sec. 3. Amendment to Energy Independence and Security Act of 
2007 

Energy Sector Security Research, Development, and Dem-
onstration Program 

Authorizes DOE to support research, development, and dem-
onstration activities to advance relevant cybersecurity technologies; 
authorizes NSF to support fundamental research to advance the cy-
bersecurity of information systems and to support education and 
training for the information systems cybersecurity workforce; and 
authorizes DHS to identify and adapt cybersecurity tools used in 
the defense industry for application in the civilian energy sector. 

Grid resilience and emergency response 
This section authorizes a research, development, and demonstra-

tion program at DOE on methods, tools, and technologies to im-
prove grid resilience, grid reliability, and emergency response, in-
cluding technologies to detect sparks causing wildfires and assess-
ments to determine necessary grid infrastructure upgrades. This 
section also authorizes a technical assistance program for eligible 
entities to develop plans for preventing and recovering from var-
ious power outage scenarios. 

Best practices and guidance documents for energy sector cy-
bersecurity research 

This section authorizes DOE to work with stakeholders to update 
relevant cybersecurity roadmaps and reports; develop voluntary 
guidance on digital forensic analysis; and develop a mechanism to 
anonymize and share testing results from cybersecurity test beds. 
This section also authorizes NIST to work with stakeholders to de-
velop consensus-based best practices to improve cybersecurity and 
to recommend cybersecurity requirements for the private sector to 
design and build cybersecurity into grid technologies. 

Vulnerability testing and technical assistance to improve cy-
bersecurity 

Authorizes DOE to assist entities in developing cybersecurity 
testing capabilities; collaborate with stakeholders to evaluate cy-
bersecurity issues and challenges in the energy sector and facilitate 
information sharing; and collaborate with tribal governments to im-
prove the cybersecurity of energy assets within their jurisdiction. 

Education and workforce training research and standards 
Authorizes DOE to support the development of a cybersecurity 

workforce in collaboration with the private sector and other federal 
agencies, and to maintain a public database of cybersecurity edu-
cation, training, and certification programs. 

Interagency coordination and strategic plan for energy sector 
cybersecurity research 

Directs DOE to develop an Interagency Strategic Plan to identify 
how the current work of federal agencies complements and ad-
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vances the goals of the energy sector’s cybersecurity research road-
map, and to make recommendations for future research. 

Report to Congress 
Directs DOE to submit a report to Congress that provides rec-

ommendations for additional research, development, demonstra-
tion, and commercial application activities to improve physical and 
cyber security of the energy sector, including the analysis of past 
physical- and cyber-attacks and common factors amongst attacks. 

Definitions 
Defines terms used in the bill. 

Authorization of appropriations 
Authorizes 5% annual funding increases over 5 years for grid se-

curity research, development, and demonstration activities, begin-
ning with $150 million in fiscal year 2021, to carry out the Act. 

Sec. 4. Critical infrastructure research and construction 
Directs DOE to carry out a program of research, development, 

and demonstration of technologies and tools to help ensure the re-
silience and security of critical integrated grid infrastructures, and 
to establish and operate a critical infrastructure test facility that 
allows for scalable physical and cyber performance testing to be 
conducted on industry-scale critical infrastructure systems. 

VIII. COMMITTEE VIEWS 

The Committee intends that DOE coordinate across all relevant 
program offices, including the DOE Office of Science in carrying 
out research on the topics authorized in this bill, given the need 
for improved cyber and physical security for the variety of tech-
nologies used in the energy sector. 

IX. COST ESTIMATE 

Pursuant to clause 3(c)(2) of rule XIII of the Rules of the House 
of Representatives, the Committee adopts as its own the estimate 
of new budget authority, entitlement authority, or tax expenditures 
or revenues contained in the cost estimate prepared by the Director 
of the Congressional Budget Office pursuant to section 402 of the 
Congressional Budget Act of 1974. 

X. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE 

U.S. CONGRESS, 
CONGRESSIONAL BUDGET OFFICE, 

Washington, DC, March 12, 2020. 
Hon. EDDIE BERNICE JOHNSON, 
Chairman, Committee on Science, Space, and Technology, 
House of Representatives, Washington, DC. 

DEAR MADAM CHAIRMAN: The Congressional Budget Office has 
prepared the enclosed cost estimate for H.R. 5760, the Grid Secu-
rity Research and Development Act. 

VerDate Sep 11 2014 05:41 Sep 10, 2020 Jkt 099006 PO 00000 Frm 00013 Fmt 6659 Sfmt 6602 E:\HR\OC\HR489P1.XXX HR489P1dl
hi

ll 
on

 D
S

K
12

0R
N

23
P

R
O

D
 w

ith
 H

E
A

R
IN

G



14 

If you wish further details on this estimate, we will be pleased 
to provide them. The CBO staff contact is Sofia Guo. 

Sincerely, 
PHILLIP L. SWAGEL, 

Director. 
Enclosure. 

H.R. 5760 would require the Department of Energy to administer 
several grant programs to advance cybersecurity, physical security, 
resilience, and emergency response efforts across the energy sector. 
The bill would authorize the appropriation of specific amounts for 
those purposes for each year from 2021 through 2025. 

Assuming appropriation of the authorized amounts and based on 
spending patterns for similar activities, CBO estimates that imple-
menting H.R. 5760 would cost $573 million over the 2020–2025 pe-
riod and $256 million after 2025. 

The costs of the legislation (detailed in Table 1) fall under budget 
function 270 (energy). 

TABLE 1.—ESTIMATED INCREASES IN SPENDING SUBJECT TO APPROPRIATION UNDER H.R. 5760 

By fiscal year, millions of dollars— 

2020 2021 2022 2023 2024 2025 2020– 
2025 

Authorization ........................................................................................ 0 150 158 165 174 182 829 
Estimated Outlays ............................................................................... 0 34 92 126 154 167 573 

The CBO staff contact for this estimate is Sofia Guo. The esti-
mate was reviewed by H. Samuel Papenfuss, Deputy Director of 
Budget Analysis. 

XI. FEDERAL MANDATES STATEMENT 

H.R. 5760 contains no unfunded mandates. 

XII. COMMITTEE OVERSIGHT FINDINGS AND RECOMMENDATIONS 

The Committee’s oversight findings and recommendations are re-
flected in the body of this report. 
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XIII. STATEMENT ON GENERAL PERFORMANCE GOALS AND 
OBJECTIVES 

Pursuant to clause (3)(c) of House rule XIII, the goals of H.R. 
5760 are to direct Federal research on tools and technologies to ad-
vance the physical and cyber security of the energy sector, includ-
ing through the development of relevant cybersecurity roadmaps 
and through development of a cybersecurity workforce. 

XIV. FEDERAL ADVISORY COMMITTEE STATEMENT 

H.R. 5760 does not authorize any federal advisory committees. 

XV. DUPLICATION OF FEDERAL PROGRAMS 

Pursuant to clause 3(c)(5) of rule XIII of the Rules of the House 
of Representatives, the Committee finds that no provision of H.R. 
5760 establishes or reauthorizes a program of the federal govern-
ment known to be duplicative of another federal program, including 
any program that was included in a report to Congress pursuant 
to section 21 of Public Law 111–139 or the most recent Catalog of 
Federal Domestic Assistance. 

XVI. EARMARK IDENTIFICATION 

Pursuant to clause 9(e), 9(f), and 9(g) of rule XXI, the Committee 
finds that H.R. 5760 contains no earmarks, limited tax benefits, or 
limited tariff benefits. 

XVII. APPLICABILITY TO THE LEGISLATIVE BRANCH 

The Committee finds that H.R. 5760 does not relate to the terms 
and conditions of employment or access to public services or accom-
modations within the meaning of section 102(b)(3) of the Congres-
sional Accountability Act (Public Law 104–1). 

XVIII. STATEMENT ON PREEMPTION OF STATE, LOCAL, OR TRIBAL 
LAW 

This bill is not intended to preempt any state, local, or tribal law. 

XIX. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED 

In compliance with clause 3(e) of rule XIII of the Rules of the 
House of Representatives, changes in existing law made by the bill, 
as reported, are shown as follows (new matter is printed in italics 
and existing law in which no change is proposed is shown in 
roman): 

ENERGY INDEPENDENCE AND SECURITY ACT OF 2007 

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 
(a) SHORT TITLE.—This Act may be cited as the ‘‘Energy Inde-

pendence and Security Act of 2007’’. 
(b) TABLE OF CONTENTS.—The table of contents of this Act is as 

follows: 
Sec. 1. Short title; table of contents. 

* * * * * * * 
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TITLE XIII—SMART GRID 
Sec. 1301. Statement of policy on modernization of electricity grid. 

* * * * * * * 
Sec. 1310. Energy sector security research, development, and demonstration pro-

gram. 
Sec. 1311. Grid resilience and emergency response. 
Sec. 1312. Best practices and guidance documents for energy sector cybersecurity re-

search. 
Sec. 1313. Vulnerability testing and technical assistance to improve cybersecurity. 
Sec. 1314. Education and workforce training research and standards. 
Sec. 1315. Interagency coordination and strategic plan for energy sector cybersecu-

rity research. 
Sec. 1316. Report to Congress. 
Sec. 1317. Definitions. 
Sec. 1318. Authorization of appropriations. 

* * * * * * * 

TITLE XIII—SMART GRID 
* * * * * * * 

SEC. 1310. ENERGY SECTOR SECURITY RESEARCH, DEVELOPMENT, 
AND DEMONSTRATION PROGRAM. 

(a) IN GENERAL.—The Secretary, in coordination with appropriate 
Federal agencies, the Electricity Subsector Coordinating Council, 
the Electric Reliability Organization, State, tribal, local, and terri-
torial governments, the private sector, and other relevant stake-
holders, shall carry out a research, development, and demonstration 
program to protect the electric grid and energy systems, including 
assets connected to the distribution grid, from cyber and physical 
attacks by increasing the cyber and physical security capabilities of 
the energy sector and accelerating the development of relevant tech-
nologies and tools. 

(b) DEPARTMENT OF ENERGY.—As part of the initiative described 
in subsection (a), the Secretary shall award research, development, 
and demonstration grants to— 

(1) identify cybersecurity risks to information systems within, 
and impacting, the electricity sector, energy systems, and energy 
infrastructure; 

(2) develop methods and tools to rapidly detect cyber intru-
sions and cyber incidents, including through the use of data 
and big data analytics techniques, such as intrusion detection, 
and security information and event management systems, to 
validate and verify system behavior; 

(3) assess emerging cybersecurity capabilities that could be 
applied to energy systems and develop technologies that inte-
grate cybersecurity features and procedures into the design and 
development of existing and emerging grid technologies, includ-
ing renewable energy, storage, and demand-side management 
technologies; 

(4) identify existing vulnerabilities in intelligent electronic de-
vices, advanced analytics systems, and information systems; 

(5) work with relevant entities to develop technologies or con-
cepts that build or retrofit cybersecurity features and procedures 
into— 

(A) information and energy management system devices, 
components, software, firmware, and hardware, including 
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distributed control and management systems, and building 
management systems; 

(B) data storage systems, data management systems, and 
data analysis processes; 

(C) automated- and manually-controlled devices and 
equipment for monitoring and stabilizing the electric grid; 

(D) technologies used to synchronize time and develop 
guidance for operational contingency plans when time syn-
chronization technologies, are compromised; 

(E) power system delivery and end user systems and de-
vices that connect to the grid, including— 

(i) meters, phasor measurement units, and other sen-
sors; 

(ii) distribution automation technologies, smart in-
verters, and other grid control technologies; 

(iii) distributed generation, energy storage, and other 
distributed energy technologies; 

(iv) demand response technologies; 
(v) home and building energy management and con-

trol systems; 
(vi) electric and plug-in hybrid vehicles and electric 

vehicle charging systems; and 
(vii) other relevant devices, software, firmware, and 

hardware; and 
(F) the supply chain of electric grid management system 

components; 
(6) develop technologies that improve the physical security of 

information systems, including remote assets; 
(7) integrate human factors research into the design and de-

velopment of advanced tools and processes for dynamic moni-
toring, detection, protection, mitigation, response, and cyber sit-
uational awareness; 

(8) evaluate and understand the potential consequences of 
practices used to maintain the cybersecurity of information sys-
tems and intelligent electronic devices; 

(9) develop or expand the capabilities of existing cybersecurity 
test beds to simulate impacts of cyber attacks and combined 
cyber-physical attacks on information systems and electronic de-
vices, including by increasing access to existing and emerging 
test beds for cooperative utilities, utilities owned by a political 
subdivision of a State, such as municipally-owned electric utili-
ties, and other relevant stakeholders; and 

(10) develop technologies that reduce the cost of implementing 
effective cybersecurity technologies and tools, including updates 
to these technologies and tools, in the energy sector. 

(c) NATIONAL SCIENCE FOUNDATION.—The National Science 
Foundation, in coordination with other Federal agencies as appro-
priate, shall through its cybersecurity research and development 
programs— 

(1) support basic research to advance knowledge, applica-
tions, technologies, and tools to strengthen the cybersecurity of 
information systems, including electric grid and energy systems, 
including interdisciplinary research in— 

(A) evolutionary systems, theories, mathematics, and 
models; 
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(B) economic and financial theories, mathematics, and 
models; and 

(C) big data analytical methods, mathematics, computer 
coding, and algorithms; and 

(2) support cybersecurity education and training focused on 
information systems for the electric grid and energy workforce, 
including through the Advanced Technological Education pro-
gram, the Cybercorps program, graduate research fellowships, 
and other appropriate programs. 

(d) DEPARTMENT OF HOMELAND SECURITY SCIENCE AND TECH-
NOLOGY DIRECTORATE.—The Science and Technology Directorate of 
the Department of Homeland Security shall coordinate with the De-
partment of Energy, the private sector, and other relevant stake-
holders, to research existing cybersecurity technologies and tools 
used in the defense industry in order to— 

(1) identify technologies and tools that may meet civilian en-
ergy sector cybersecurity needs; 

(2) develop a research strategy that incorporates human fac-
tors research findings to guide the modification of defense in-
dustry cybersecurity tools for use in the civilian sector; 

(3) develop a strategy to accelerate efforts to bring modified 
defense industry cybersecurity tools to the civilian market; and 

(4) carry out other activities the Secretary of Homeland Secu-
rity considers appropriate to meet the goals of this subsection. 

SEC. 1311. GRID RESILIENCE AND EMERGENCY RESPONSE. 
(a) IN GENERAL.—Not later than 180 days after the enactment of 

the Grid Security Research and Development Act, the Secretary 
shall establish a research, development, and demonstration pro-
gram to enhance resilience and strengthen emergency response and 
management pertaining to the energy sector. 

(b) GRANTS.—The Secretary shall award grants to eligible entities 
under subsection (c) on a competitive basis to conduct research and 
development with the purpose of improving the resilience and reli-
ability of electric grid by— 

(1) developing methods to improve community and govern-
mental preparation for and emergency response to large-area, 
long-duration electricity interruptions, including through the 
use of energy efficiency, storage, and distributed generation 
technologies; 

(2) developing tools to help utilities and communities ensure 
the continuous delivery of electricity to critical facilities; 

(3) developing tools to improve coordination between utilities 
and relevant Federal agencies to enable communication, infor-
mation-sharing, and situational awareness in the event of a 
physical or cyber-attack on the electric grid; 

(4) developing technologies and capabilities to withstand and 
address the current and projected impact of the changing cli-
mate on energy sector infrastructure, including extreme weather 
events and other natural disasters; 

(5) developing technologies capable of early detection of mal-
functioning electrical equipment on the transmission and dis-
tribution grid, including detection of spark ignition causing 
wildfires and risks of vegetation contact; 
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(6) assessing upgrades and additions needed to energy sector 
infrastructure due to projected changes in the energy generation 
mix and energy demand; and 

ƒ(7) upgrading tools used to estimate the costs of outages 
longer than 24 hours.≈ 

ƒ(8) developing tools and technologies to assist with the plan-
ning, safe execution of, and safe and timely restoration of power 
after emergency power shut offs, such as those conducted to re-
duce risks of wildfires started by grid infrastructure.≈ 

(c) ELIGIBLE ENTITIES.—The entities eligible to receive grants 
under this section include— 

(1) an institution of higher education; 
(2) a nonprofit organization; 
(3) a National Laboratory; 
(4) a unit of State, local, or tribal government; 
(5) an electric utility or electric cooperative; 
(6) a retail service provider of electricity; 
(7) a private commercial entity; 
(8) a partnership or consortium of 2 or more entities de-

scribed in subparagraphs (1) through (7); and 
(9) any other entities the Secretary deems appropriate. 

(d) RELEVANT ACTIVITIES.—Grants awarded under subsection (b) 
shall include funding for research and development activities re-
lated to the purpose described in subsection (b), such as— 

(1) development of technologies to use distributed energy re-
sources, such as solar photovoltaics, energy storage systems, 
electric vehicles, and microgrids, to improve grid and critical 
end-user resilience; 

(2) analysis of non-technical barriers to greater integration 
and use of technologies on the distribution grid; 

(3) analysis of past large-area, long-duration electricity inter-
ruptions to identify common elements and best practices for 
electricity restoration, mitigation, and prevention of future dis-
ruptions; 

(4) development of advanced monitoring, analytics, operation, 
and controls of electric grid systems to improve electric grid re-
silience; 

(5) analysis of technologies, methods, and concepts that can 
improve community resilience and survivability of frequent or 
long-duration power outages; 

(6) development of methodologies to maintain cybersecurity 
during restoration of energy sector infrastructure and operation; 

(7) development of advanced power flow control systems and 
components to improve electric grid resilience; and 

(8) any other relevant activities determined by the Secretary. 
(e) TECHNICAL ASSISTANCE.— 

(1) IN GENERAL.—The Secretary shall provide technical as-
sistance to eligible entities for the commercial application of 
technologies to improve the resilience of the electric grid and 
commercial application of technologies to help entities develop 
plans for preventing and recovering from various power outage 
scenarios at the local, regional, and State level. 

(2) TECHNICAL ASSISTANCE PROGRAM.—The commercial appli-
cation technical assistance program established in paragraph 
(1) shall include assistance to eligible entities for— 

VerDate Sep 11 2014 05:41 Sep 10, 2020 Jkt 099006 PO 00000 Frm 00019 Fmt 6659 Sfmt 6603 E:\HR\OC\HR489P1.XXX HR489P1dl
hi

ll 
on

 D
S

K
12

0R
N

23
P

R
O

D
 w

ith
 H

E
A

R
IN

G



20 

(A) the commercial application of technologies developed 
from the grant program established in subsection (b), in-
cluding cooperative utilities and utilities owned by a polit-
ical subdivision of a State, such as municipally-owned elec-
tric utilities; 

(B) the development of methods to strengthen or other-
wise mitigate adverse impacts on electric grid infrastruc-
ture against natural hazards; 

(C) the use of Department data and modeling tools for 
various purposes; 

(D) a resource assessment and analysis of future demand 
and distribution requirements, including development of 
advanced grid architectures and risk analysis; and 

(E) the development of tools and technologies to coordi-
nate data across relevant entities to promote resilience and 
wildfire prevention in the planning, design, construction, 
operation, and maintenance of transmission infrastructure; 

(F) analysis to predict the likelihood of extreme weather 
events to inform the planning, design, construction, oper-
ation, and maintenance of transmission infrastructure in 
consultation with the National Oceanic and Atmospheric 
Administration; and 

(G) the commercial application of relevant technologies, 
such as distributed energy resources, microgrids, or other 
energy technologies, to establish backup power for users or 
facilities affected by emergency power shutoffs. 

(3) ELIGIBLE ENTITIES.—The entities eligible to receive tech-
nical assistance for commercial application of technologies 
under this section include— 

(A) representatives of all sectors of the electric power in-
dustry, including electric utilities, trade organizations, and 
transmission and distribution system organizations, own-
ers, and operators; 

(B) State and local governments and regulatory authori-
ties, including public utility commissions; 

(C) tribal and Alaska Native governmental entities; 
(D) partnerships among entities under subparagraphs (A) 

through (C); 
(E) regional partnerships; and 
(F) any other entities the Secretary deems appropriate. 

(4) AUTHORITY.—Nothing in this section shall authorize the 
Secretary to require any entity to adopt any model, tool, tech-
nology, plan, analysis, or assessment. 

SEC. 1312. BEST PRACTICES AND GUIDANCE DOCUMENTS FOR ENERGY 
SECTOR CYBERSECURITY RESEARCH. 

(a) IN GENERAL.—The Secretary, in coordination with appropriate 
Federal agencies, the Electricity Subsector Coordinating Council, 
standards development organizations, State, tribal, local, and terri-
torial governments, the private sector, public utility commissions, 
and other relevant stakeholders, shall coordinate the development of 
guidance documents for research, development, and demonstration 
activities to improve the cybersecurity capabilities of the energy sec-
tor through participating agencies. As part of these activities, the 
Secretary shall— 

(1) facilitate stakeholder involvement to update— 
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(A) the Roadmap to Achieve Energy Delivery Systems Cy-
bersecurity; 

(B) the Cybersecurity Procurement Language for Energy 
Delivery Systems, including developing guidance for— 

(i) contracting with third parties to conduct vulner-
ability testing for information systems used across the 
energy production, delivery, storage, and end use sys-
tems; 

(ii) contracting with third parties that utilize tran-
sient devices to access information systems; and 

(iii) managing supply chain risks; and 
(C) the Electricity Subsector Cybersecurity Capability 

Maturity Model, including the development of metrics to 
measure changes in cybersecurity readiness; and 

(2) develop voluntary guidance to improve digital forensic 
analysis capabilities, including— 

(A) developing standardized terminology and monitoring 
processes; and 

(B) utilizing human factors research to develop more ef-
fective procedures for logging incident events; and 

(3) work with the National Science Foundation, Department 
of Homeland Security, and stakeholders to develop a mecha-
nism to anonymize, aggregate, and share the testing results 
from cybersecurity test beds to facilitate technology improve-
ments by public and private sector researchers. 

(b) BEST PRACTICES.—The Secretary, in collaboration with the Di-
rector of the National Institute of Standards and Technology and 
other appropriate Federal agencies, shall convene relevant stake-
holders and facilitate the development of— 

(1) consensus-based best practices to improve cybersecurity 
for— 

(A) emerging energy technologies; 
(B) distributed generation and storage technologies, and 

other distributed energy resources; 
(C) electric vehicles and electric vehicle charging stations; 

and 
(D) other technologies and devices that connect to the 

electric grid; 
(2) recommended cybersecurity designs and technical require-

ments that can be used by the private sector to design and build 
interoperable cybersecurity features into technologies that con-
nect to the electric grid, including networked devices and com-
ponents on distribution systems; and 

(3) technical analysis that can be used by the private sector 
in developing best practices for test beds and test bed meth-
odologies that will enable reproducible testing of cybersecurity 
protections for information systems, electronic devices, and 
other relevant components, software, and hardware across test 
beds. 

(c) REGULATORY AUTHORITY.—None of the activities authorized in 
this section shall be construed to authorize regulatory actions. Addi-
tionally, the voluntary standards developed under this section shall 
not duplicate or conflict with mandatory reliability standards. 
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SEC. 1313. VULNERABILITY TESTING AND TECHNICAL ASSISTANCE TO 
IMPROVE CYBERSECURITY. 

(a) IN GENERAL.—The Secretary shall— 
(1) coordinate with energy sector asset owners and operators, 

leveraging the research facilities and expertise of the National 
Laboratories, to assist entities in developing testing capabilities 
by— 

(A) utilizing a range of methods to identify 
vulnerabilities in physical and cyber systems; 

(B) developing cybersecurity risk assessment tools and 
providing analyses and recommendations to participating 
stakeholders; and 

(C) working with stakeholders to develop methods to 
share anonymized and aggregated test results to assist rel-
evant stakeholders in the energy sector, researchers, and the 
private sector to advance cybersecurity efforts, technologies, 
and tools; 

(2) collaborate with relevant stakeholders, including public 
utility commissions, to— 

(A) identify information, research, staff training, and an-
alytical tools needed to evaluate cybersecurity issues and 
challenges in the energy sector; and 

(B) facilitate the sharing of information and the develop-
ment of tools identified under subparagraph (A); 

(3) collaborate with tribal governments to identify informa-
tion, research, and analysis tools needed by tribal governments 
to increase the cybersecurity of energy assets within their juris-
diction. 

SEC. 1314. EDUCATION AND WORKFORCE TRAINING RESEARCH AND 
STANDARDS. 

(a) IN GENERAL.—The Secretary shall support the development of 
a cybersecurity workforce through a program that— 

(1) facilitates collaboration between undergraduate and grad-
uate students, researchers at the National Laboratories, and the 
private sector; 

(2) prioritizes science and technology in areas relevant to the 
mission of the Department of Energy through the design and 
application of cybersecurity technologies; 

(3) develops, or facilitates private sector development of, vol-
untary cybersecurity training and retraining standards, lessons, 
and recommendations for the energy sector that minimize dupli-
cation of cybersecurity compliance training programs; and 

(4) maintains a public database of cybersecurity education, 
training, and certification programs. 

(b) GRID RESILIENCE TECHNOLOGY TRAINING.—The Secretary 
shall support the development of the grid workforce through a train-
ing program that prioritizes activities that enhance the resilience of 
the electric grid and energy sector infrastructure, including training 
on the use of tools, technologies, and methods developed under the 
grant program established in section 1311(b). 

(c) COLLABORATION.—In carrying out the program authorized in 
subsection (a) and (b), the Secretary shall leverage programs and 
activities carried out across the Department of Energy, other rel-
evant Federal agencies, institutions of higher education, and other 
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appropriate entities best suited to provide national leadership on cy-
bersecurity and grid resilience-related issues. 
SEC. 1315. INTERAGENCY COORDINATION AND STRATEGIC PLAN FOR 

ENERGY SECTOR CYBERSECURITY RESEARCH. 
(a) DUTIES.—The Secretary, in coordination with the Energy Sec-

tor Government Coordinating Council, shall— 
(1) review the most recent versions of the Roadmap to Achieve 

Energy Delivery Systems Cybersecurity and the Multi-Year Pro-
gram Plan for Energy Sector Cybersecurity to identify cross-
cutting energy sector cybersecurity research needs and opportu-
nities for collaboration among Federal agencies and other rel-
evant stakeholders; 

(2) identify interdisciplinary research, technology, and tools 
that can be applied to cybersecurity challenges in the energy 
sector; 

(3) identify technology transfer opportunities to accelerate the 
development and commercial application of novel cybersecurity 
technologies, systems, and processes in the energy sector; and 

(4) develop a coordinated Interagency Strategic Plan for re-
search to advance cybersecurity capabilities used in the energy 
sector that builds on the Roadmap to Achieve Energy Delivery 
Systems in Cybersecurity and the Multi-Year Program Plan for 
Energy Sector Cybersecurity. 

(b) INTERAGENCY STRATEGIC PLAN.— 
(1) SUBMITTAL.—The Interagency Strategic Plan developed 

under subsection (a)(4) shall be submitted to Congress and 
made public within 12 months after the date of enactment of 
the Grid Security Research and Development Act. 

(2) CONTENTS.—The Interagency Strategic Plan shall in-
clude— 

(A) an analysis of how existing cybersecurity research ef-
forts across the Federal Government are advancing the 
goals of the Roadmap to Achieve Energy Delivery Systems 
Cybersecurity and the Multi-Year Program Plan for Energy 
Sector Cybersecurity; 

(B) recommendations for research areas that may ad-
vance the cybersecurity of the energy sector; 

(C) an overview of existing and proposed public and pri-
vate sector research efforts that address the topics outlined 
in paragraph (3); and 

(D) an overview of needed support for workforce training 
in cybersecurity for the energy sector. 

(3) CONSIDERATIONS.—In developing the Interagency Stra-
tegic Plan, the Secretary, in coordination with the Energy Sec-
tor Government Coordinating Council, shall consider— 

(A) opportunities for human factors research to improve 
the design and effectiveness of cybersecurity devices, tech-
nologies, tools, processes, and training programs; 

(B) contributions of other disciplines to the development 
of innovative cybersecurity procedures, devices, components, 
technologies, and tools; 

(C) opportunities for technology transfer programs to fa-
cilitate private sector development of cybersecurity proce-
dures, devices, components, technologies, and tools for the 
energy sector; 
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(D) broader applications of the work done by relevant 
Federal agencies to advance the cybersecurity of informa-
tion systems and data analytics systems for the energy sec-
tor; and 

(E) activities called for in the Federal cybersecurity re-
search and development strategic plan required by section 
201(a)(1) of the Cybersecurity Enhancement Act of 2014 (15 
U.S.C. 7431(a)(1)). 

(c) PARTICIPATION.—For the purposes of carrying out this section, 
the Energy Sector Government Coordinating Council shall include 
representatives from Federal agencies with expertise in the energy 
sector, information systems, data analytics, cyber and physical sys-
tems, engineering, human factors research, human-machine inter-
faces, high performance computing, big data and data analytics, or 
other disciplines considered appropriate by the Council Chair. 
SEC. 1316. REPORT TO CONGRESS. 

(a) BALANCING RISKS, INCREASING SECURITY, AND IMPROVING 
MODERNIZATION.— 

(1) STUDY.—The Secretary, in collaboration with the National 
Institute of Standards and Technology, other Federal agencies, 
and energy sector stakeholders, in order to provide rec-
ommendations for additional research, development, dem-
onstration, and commercial application activities, shall— 

(A) analyze physical and cyber attacks on energy sector 
infrastructure and information systems and identify cost-ef-
fective opportunities to improve physical and cyber security; 
and 

(B) examine the risks associated with increasing penetra-
tion of digital technologies in grid networks, particularly on 
the distribution grid. 

(2) CONTENT.—The study shall— 
(A) analyze processes, operational procedures, and other 

factors common among cyber attacks; 
(B) identify areas where human behavior plays a critical 

role in maintaining or compromising the security of a sys-
tem; 

(C) recommend— 
(i) changes to the design of devices, human-machine 

interfaces, technologies, tools, processes, or procedures 
to optimize security that do not require a change in 
human behavior; and 

(ii) training techniques to increase the capacity of 
employees to actively identify, prevent, or neutralize the 
impact of cyber attacks; 

(D) evaluate existing engineering and technical design 
criteria and guidelines that incorporate human factors re-
search findings, and recommend criteria and guidelines for 
cybersecurity tools that can be used to develop display sys-
tems for cybersecurity monitoring, such as alarms, user- 
friendly displays, and layouts; 

(E) evaluate the cybersecurity risks and benefits of var-
ious design and architecture options for energy sector sys-
tems, networked grid systems and components, and auto-
mation systems, including consideration of— 
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(i) designs that include both digital and analog con-
trol devices and technologies; 

(ii) different communication technologies used to 
transfer information and data between control system 
devices, technologies, and system operators; 

(iii) automated and human-in-the-loop devices and 
technologies; 

(iv) programmable versus nonprogrammable devices 
and technologies; 

(v) increased redundancy using dissimilar cybersecu-
rity technologies; and 

(vi) grid architectures that use autonomous functions 
to limit control vulnerabilities; and 

(F) recommend methods or metrics to document changes 
in risks associated with system designs and architectures. 

(3) CONSULTATION.—In conducting the study, the Secretary 
shall consult with energy sector stakeholders, academic re-
searchers, the private sector, and other relevant stakeholders. 

(4) REPORT.—Not later than 24 months after the date of en-
actment of the Grid Security Research and Development Act, 
the Secretary shall submit the study to the Committee on 
Science, Space, and Technology of the House of Representatives 
and the Committee on Energy and Natural Resources of the 
Senate. 

SEC. 1317. DEFINITIONS. 
In this title: 

(1) BIG DATA.—The term ‘‘big data’’ means datasets that re-
quire advanced analytical methods for their transformation into 
useful information. 

(2) CYBERSECURITY.—The term ‘‘cybersecurity’’ means pro-
tecting an information system or information that is stored on, 
processed by, or transiting an information system from a cyber-
security threat or security vulnerability. 

(3) CYBERSECURITY THREAT.—The term ‘‘cybersecurity threat’’ 
has the meaning given the term in section 102 of the Cybersecu-
rity Information Sharing Act of 2015 (6 U.S.C. 1501). 

(4) ELECTRICITY SUBSECTOR COORDINATING COUNCIL.—The 
term ‘‘Electricity Subsector Coordinating Council’’ means the 
self-organized, self-governed council consisting of senior indus-
try representatives to serve as the principal liaison between the 
Federal Government and the electric power sector and to carry 
out the role of the Sector Coordinating Council as established 
in the National Infrastructure Protection Plan for the electricity 
subsector. 

(5) ENERGY SECTOR GOVERNMENT COORDINATING COUNCIL.— 
The term ‘‘Energy Sector Government Coordinating Council’’ 
means the council consisting of representatives from relevant 
Federal Government agencies to provide effective coordination 
of energy sector efforts to ensure a secure, reliable, and resilient 
energy infrastructure and to carry out the role of the Govern-
ment Coordinating Council as established in the National In-
frastructure Protection Plan for the energy sector. 

(6) HUMAN FACTORS RESEARCH.—The term ‘‘human factors re-
search’’ means research on human performance in social and 
physical environments, and on the integration and interaction 
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of humans with physical systems and computer hardware and 
software. 

(7) HUMAN-MACHINE INTERFACES.—The term ‘‘human-ma-
chine interfaces’’ means technologies that present information to 
an operator or user about the state of a process or system, or 
accept human instructions to implement an action, including 
visualization displays such as a graphical user interface. 

(8) INFORMATION SYSTEM.—The term ‘‘information system’’— 
(A) has the meaning given the term in section 102 of the 

Cybersecurity Information Sharing Act of 2015 (6 U.S.C. 
1501); and 

(B) includes operational technology, information tech-
nology, and communications. 

(9) NATIONAL LABORATORY.—The term ‘‘national laboratory’’ 
has the meaning given the term in section 2 of the Energy Pol-
icy Act of 2005 (42 U.S.C. 15801). 

(10) SECURITY VULNERABILITY.—The term ‘‘security vulner-
ability’’ has the meaning given the term in section 102 of the 
Cybersecurity Information Sharing Act of 2015 (6 U.S.C. 1501). 

(11) TRANSIENT DEVICES.—The term ‘‘transient devices’’ 
means removable media, including floppy disks, compact disks, 
USB flash drives, external hard drives, mobile devices, and 
other devices that utilize wireless connections. 

SEC. 1318. AUTHORIZATION OF APPROPRIATIONS. 
There are authorized to be appropriated to the Secretary to carry 

out this Act— 
(1) $150,000,000 for fiscal year 2021; 
(2) $157,500,000 for fiscal year 2022; 
(3) $165,375,000 for fiscal year 2023; 
(4) $173,645,000 for fiscal year 2024; and 
(5) $182,325,000 for fiscal year 2025. 

* * * * * * * 
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XX. EXCHANGE OF COMMI'ITEE CORRESPONDENCE 

EDDIE BERt,,/ICE JOHMSOH, Tuat 
CHAIR'IIOWAN 

[ongrcss of the ilnitcd ~rates 
i:1ousc of Rcprcsrnmtiur.s 

COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY 

2321 RAYBURN HOUSE OrnCE Bu1L01NG 

WASHINGTON, DC 20515-6301 

September 2, 2020 

Chairman Bennie G. Thompson 
Committee on Homeland Security 
U.S. House of Representatives 
H2-l 76 Ford House Office Building 
Washington, D.C. 20515 

Dear Chairman Thompson, 

{2021 225--6375 
WWW ;,J;l<c'lCC, hou~~ fl'"' 

FRANK D LUC"-,S Okl11t-io~11 
RAHl<:ING NENBEl'I. 

I am writing to you concerning H.R. 5760, the "Grid Security Research and Development Act," which 
was referred to the Committee on Science, Space, and Technology, and in addition to the Committee on 
Homeland Security on February 5, 2020. 

I appreciate your willingness to work cooperatively on this bill. I recognize that the bill contains 
provisions that fall within the jurisdiction of the Committee on Homeland Security. I appreciate that your 
Committee will waive further consideration of H.R. 5760 and that this action is not a waiver of future 
jurisdictional claims by the Committee on Homeland Security over this subject matter. 

I will make sure to include our exchange of letters in the legislative report for H.R. 5760 and in the 
Congressional Record. Thank you for your cooperation on this legislation. 

Sincerely, 

~~~ 
Eddie Bernice Johnson 
Chairwoman 
Committee on Science, Space, and Technology 

cc: 
Ranking Member Frank D. Lucas, Committee on Science, Space, and Technology 
Ranking Member Mike Rogers, Committee on Homeland Security 
Tom Wickham, Parliamentarian 
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81:NME G- THOMPSON,. MISSlSSlPPI 
c,;~,IRMAN 

September 2, 2020 

®nr Jlun~reh ~xtunt!J Qlungrn111 
Qfommittu on Jfomdnnh i;ecuritu 

ll.i;. )fount of litpresentutiues 
llllusltfngtnn. JOO! i!D5 l 5 

The Honorable Eddie Bernice Johnson 
Chairwoman 
Committee on Science, Space and Technology 
2321 Rayburn House Office Building 
U.S. House of Representatives 
Washington, DC 20515 

Dear Chairwoman Johnson: 

I write to you regarding H.R. 5760, the "Grid Security Research and Development Act." 

MtKE ROGERS, ALABAMA 
(IJVJKING MEM8£R 

H.R. 5760 contains provisions that fall within the jurisdiction of the Committee on Homeland Security. 
recognize and appreciate your desire to see this legislation implemented and accordingly, I will not seek a 
sequential referral of the bill. However, agreeing to waive consideration of this bill should not be construed 
as the Committee on Homeland Security waiving, altering, or otherwise affecti.ng its jurisdiction over subject 
matters contained in the bill which fall within its Rule Xjurisdiction. 

I would also ask that a copy of this letter and your response be included in the legislative report on H.R. 5760 
and in the Congressional Record during any future floor consideration of this bill. 

I look forward to working with you on this and other important legislation in the future. 

Sincerely, 

~~ 
BENNIE G. THOMPSON 
Chairman 

cc: The Honorable Nancy Pelosi, Speaker 
The Honorable Michael Rogers, Ranking Member 
The Honorable Tom Wickham. Parliamentarian 
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Markup on H.R. 2986, 
Better Energy Storage Technology Act 

or the BEST Act 

Markup on H.R. 4230, Clean Industrial 
Technology Act of 2019 or CIT Act of 2019 

Markup on H.R. 537 4, 
Advanced Geothermal Research 

and Development Act of 2019 

Markup on H.R. 5428, 
Grid Modernization Research 
and Development Act of 2019 

Markup on H.R. 5760, 
Grid Security Research and Development Act 

WEDNESDAY, FEBRUARY 12, 2020 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON SCIENCE, SPACE, AND TECHNOLOGY, 

Washington, DC. 

The Committee met, pursuant to notice, at 10 o'clock a.m., in 
room 2318 of the Rayburn House Office Building, Hon. Eddie Ber­
nice Johnson [Chairwoman of the Committee] presiding. 

(1) 
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Chairwoman JOHNSON. Good morning. The Committee will come 
to order. Without objection, the Chair is authorized to declare re­
cess at any time. Pursuant to Committee rule and the House rules, 
the Chair announces that she may postpone roll call votes. 

Pursuant to notice, the Committee meets to consider the fol­
lowing measures: H.R. 2986, Better Energy Storage Technology Act; 
H.R. 4230, Clean Industrial Technology Act of 2019; H.R. 5374, Ad­
vanced Geothermal Research and Development Act of 2019; H.R. 
5428, Grid Modernization Research and Development Act of 2019; 
H.R. 5760, Grid Security Research and Development Act. 

We welcome all to the Science Committee markup of five· good, 
bipartisan bills. First, we will consider the Better Energy Storage 
Technology Act (BEST ACT). The BEST Act authorizes the Depart­
ment of Energy to conduct a crosscutting research, development, 
and demonstration program on energy storage technologies, includ­
ing batteries and pumped hydro systems. The act requires DOE 
(Department of Energy) to create a 5-year strategic plan to coordi­
nate research activities among DOE's technology offices. 

Renewable energy technology can be intermittent. Strong winds 
die down, and sunny days tum cloudy. According to the Congres­
sional Research Service, energy storage systems may be a key tech­
nology to enabling a reliable, low greenhouse-gas-emitting electric 
grid comprised of energy generation sources like wind and solar. 

Next, we have H.R. 4230, the Clean Industrial Technology Act of 
2019. The act authorizes an interagency, DOE-led research, devel­
opment, and demonstration program to advance technologies that 
will help reduce emissions from the manufacturing sector, includ­
ing steel and cement production, chemical production, and indus­
trial heat. The research program will be carried out in collabora­
tion with the stakeholders from industry and labor groups. Allow­
ing American manufacturers to access technologies that make them 
increasingly sustainable will ensure that the domestic manufac­
turing industry will remain competitive throughout the 21st cen­
tury. 

We will then move to H.R. 537 4, the Advanced Geothermal Re­
search and Development Act of 2019. I will speak about this bill a 
little bit later. 

Next is H.R. 5428, the Grid Modernization Research and Devel­
opment Act of 2019, which authorizes a broad research, develop­
ment, and demonstration program on a wide variety of topics per­
taining to grid modernization, including smart grid modeling, plan­
ning, and controls; hybrid energy systems; and enhanced electric 
grid integration of technologies like vehicles and building compo­
nents. Our Nation's electricity grid is undergoing a series of trans­
formations, which includes adapting to a changing electricity gen­
eration mix, an increase in smart-grid technologies, and a growing 
need for improved resilience of the electric power grid. This bill will 
help lead our Nation in developing the technologies we need by set-
ting forth a comprehensive research agenda by the DOE. . 

Finally, we'll be considering H.R. 5760, the Grid Security Re­
search and Development Act. This bill is an updated version of a 
bill that Mr. Bera and I introduced, along with many of our Science 
Committee colleagues, in the previous two Congresses. H.R. 5760 
will provide legislative guidance to activities carried out by the re-
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cently established DOE Office of Cybersecurity, Energy Security, 
and Emergency Response. The bill authorizes an interagency re­
search and development program to advance electric grid 
cybersecurity, physical security, grid resilience, and emergency re­
sponse efforts. In particular, the bill authorizes activities on the 
cybersecurity testbeds, education and workforce training and 
standards, and guidance documents for energy sector cybersecurity 
practices. 

I'm proud that today's bills are supported by a cross-section of in­
terested groups. One or more of today's bills has been endorsed by 
organizations that include the National Audubon Society, the U.S. 
Chamber of Commerce, the Information Technology and Innovation 
Foundation, the Environmental Defense Fund, the National Rural 
Electric Cooperatives Association, Duke Energy, the Union of Con­
cerned Scientists, the Natural Resources Defense Fund, and the 
National Association of Manufacturers. 

Thank you. 
[The statement of Chairwoman Johnson follows:] 
Good morning, and welcome to today's Science Committee markup of five good, 

bipartisan bills. 
First, we will consider H.R. 2986, the Better Energy Storage Technology Act. The 

BEST Act authorizes the Department of Energy to conduct a cross-cutting research, 
development, and demonstration program on energy storage technologies, including 
batteries and pumped hydro systems. The Act requires DOE create a 5-year stra­
tegic plan to coordinate research activities among DOE's technology offices. 

Renewable energy technology can be intermittent. Strong winds die down, and 
sunny days turn cloudy. According to the Congressional Research Service, energy 
stora~e systems may be a key technology to enabling a reliable, low greenhouse gas 
emitting electric gnd comprised of energy generation sources like wind and solar. 

Next we have H.R. 4230, the Clean Industrial Technology Act of 2019. This act 
authorizes a intra-agency, DOE-led research, development, and demonstration pro­
gram to advance technologies that will help reduce emissions from the manufac­
turinl;l' sector, including steel and cement production, chemical production, and in­
dustnal heat. The research program will be carried out in collaboration with stake­
holders from industry and labor groups. 

Allowing American manufacturers to access technologies that make them increas­
ingly sustainable will ensure that the domestic manufacturing industry will remain 
competitive through the 21st Century. 

We will then move on to H.R. 5374, the Advanced Geothermal Research and De­
velopment Act of 2019. I will s~ak about this bill a little later. 

Next is H.R. 5428, the Gnd Modernization Research and Development Act of 
2019, which authorizes a broad research, development, and demonstration program 
on a wide variety of topics pertaining to grid modernization, including smart grid 
modeling, planning, and controls; hybrid energy systems; and enhanced electric grid 
integration of technologies like vehicles and building components. 

Our nation's electricity grid is undergoing a series of transformations, which in­
clude adapting to a changing electricity generation mix, an increase in "smart grid" 
technologies, and a growing need to improve the resilience of the electric power grid. 
This bill will help lead our nation in developing the technologies we need by setting 
forth a comprehensive research agenda led by the DOE. 

Finally, we'll be considering H.R. 5760, the Grid Security Research and Develop­
ment Act. This bill is an updated version of a bill that Mr. Bera and I introduced, 
along with many of our Science Committee colleagues, in the previous two Con­
gresses. 

H.R. 5760 will provide legislative guidance to the activities carried out by the re­
cently established DOE Office of Cybersecurity, Energy Security, and Emergency 
Response. The bill authorizes an interagency research and development program to 
advance electric grid cybersecurity, ph,}_'sical security, grid resilience, and emergency 
response efforts. In particular, the bill authorizes activities on cybersecurity test 
beds, education and workforce training and standards, and guidance documents for 
energy sector cybersecurity practices. 

I am proud that today's bills are supported by a cross-section of interested groups. 
One or more of today's bills has been endorsed by organizations that include: the 
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National Audubon Society, the U.S. Chamber of Commerce, the Information Tech­
nology & Innovation Foundation (ITIF), the Environmental Defense Fund (EDF), 
the National Rural Electric Cooperative Association, Duke Energy, the Union of 
Concerned Scientists, the Natural Resources Defense Fund, and the National Asso­
ciation of Manufacturers. 

Chairwoman JOHNSON. I now recognize our Ranking Member for 
his opening remarks. 

Mr. LUCAS. Thank you, Chairwoman Johnson, for holding today's 
full Committee markup. 

The Science Committee has one of the best records in Congress 
for passing productive, bipartisan legislation, and I'm very pleased 
to see us upholding that tradition this morning. We've reached bi­
partisan agreement on the five energy bills being considered today. 

Currently, the U.S. energy sector faces a number of critical chal­
lenges, and it can be difficult to find the best path forward in a 
world that increasingly demands cleaner, more reliable, and more 
affordable energy sources. But it is our job in Congress to set the 
priorities to address these challenges and focus our limited Federal 
resources where we can see the best return on investment. 

To deliver truly effective solutions, we must take the long-term 
and big-picture approach. We must support research in funda­
mental science that drives innovation over a broad range of energy 
applications and strategically invest in the early stage clean-energy 
technologies that industry cannot support. We must also provide 
for R&D (research and development) to modernize and defend our 
critical energy infrastructure and address the complex energy 
needs of our Nation's industrial sectors. These are the initiatives 
that today's bills will address. 

First, we'll consider this morning H.R. 2986, the BEST Energy 
Storage Technology Act of 2019. This legislation authorizes a cross­
cutting research and development program at the Department of 
Energy to provide necessary direction on high-priority energy stor­
age technology research and development activities. Advanced grid 
scale energy storage is an essential component of any comprehen­
sive clean-energy strategy and a priority of the current Administra­
tion. Developing our grid scale energy storage ability will accelerate 
the growth in all kinds of energy production, which can make use 
of this technology. 

Our second bill this morning is H.R. 4230, the Clean Industrial 
Technology Act of 2019. Our Nation's economic stability and na­
tional security are tied to the growth of the U.S. industrial sector, 
yet the demanding energy needs of industry can represent a unique 
challenge for our clean and secure future energy. This bill estab­
lishes a DOE program to support the development of innovative 
technologies and practices that will reduce industrial sector emis­
sions while maintaining the effectiveness and competitiveness of 
U.S. industry. It also requires the Secretary to establish a com­
prehensive strategy to develop the mission and goals for this new 
program. 

While I can't say I agree with every aspect of this legislation, I'd 
like to thank our friends across the aisle for meeting us at the 
table to come to an agreement. By having a good-faith discussion, 
we were able to add responsible funding levels and good govern­
ance provisions to H.R. 4230 that will make this legislation a bi­
partisan product. 
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Next, we'll consider my bill, H.R. 5374, the Advanced Geothermal 
Research and Development Act of 2019, which authorizes DOE's 
cutting-edge geothermal research and development activities. This 
bill establishes a geothermal computing program and includes 
funding for critical geothermal user facilities that will support the 
next generation of electricity generation from these vast and large­
ly untapped renewable resources. I would like to thank Chair­
woman Johnson for cosponsoring this legislation and working with 
me to refine it. 

While many renewables like wind and solar are already seeing 
success in the market, early stage technologies like geothermal, 
which are often far too expensive and risky for industry to take to 
scale, require Federal support for R&D. By strategically investing 
in these promising technologies, we can continue to enhance our di­
verse domestic energy portfolio and bolster U.S. energy independ­
ence. While we support next-generation energy technologies and 
clean-energy strategies, we must also increase our investment in 
our critical energy infrastructure. 

So, finally, the Committee will consider H.R. 5428, the Grid Mod­
ernization Research and Development Act of 2019, and H.R. 5760, 
the Grid Security Research and Development Act. Together, these 
two bills authorize DOE's critical work in strengthening our Na­
tion's electric grid against rapidly changing technological chal­
lenges. The Grid Security Research and Development Act authorizes 
the Department's critical cybersecurity and emergency response 
R&D activities and directs DOE to work with relevant Federal 
agencies to develop cybersecurity best practices. The Grid Mod­
ernization Research and Development Act authorizes R&D into hy­
brid energy systems, grid integration, and smart grid modeling, 
modernizing the grid to improve its overall resilience and flexi­
bility. 

I'd like to take this opportunity to thank my good friends across 
the aisle for working with us on these bills. I appreciate that we 
can come together to focus on our shared interest in supporting 
commonsense legislation to maintain U.S. national security, envi­
ronmental stewardship, economic prosperity, and energy security 
for years to come. And I'd like to again thank Chairwoman Johnson 
for holding this markup, and I yield back the balance of my time. 

[The statement of Mr. Lucas follows:] 
Thank you, Chairwoman Johnson, for holding today's full Committee mark-up. 
The Science Committee has one of the best track records in Congress for passing 

productive, bipartisan legislation, and I'm very pleased to see us upholding that tra­
dition this morning. We've reached bipartisan agreement on the five energy bills 
being considered today. 

Currently, the U.S. energy sector faces a number of critical challenges, and it can 
be difficult to find the best path forward in a world that increasingly demands 
cleaner, more reliable, and more affordable energy sources. But it is our job in Con­
gress to set the priorities to address these challenges and focus our limited federal 
funds where we can see the best return on investment. 

To deliver truly effective solutions, we must take the long-term and big picture 
approach. We must support research in fundamental science that drives innovation 
over a broad range of energy applications, and strategically invest in the early-stage 
clean energy technologies that industry cannot support. We must also provide for 
R&D to modernize and defend our critical energy infrastructure and address the 
complex energy needs of our nation's industrial sectors. These are the initiatives 
that today's bills will address. 
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The first bill we will consider this morning is H.R. 2986, the "Better Energy Stor­
age Technology Act of 2019." This legislation authorizes a cross-cutting research and 
development program at the Department of Energy (DOE) to provide necessary di­
rection on high-priority energy storage technology research and development activi­
ties. 

Advanced grid scale energy storage is an essential component of any comprehen­
sive clean energy strategy and a priority of the current administration. Developing 
our grid scale energy storage ability will accelerate growth in all kinds of energy 
production, which can make use of this technology. 

Our second bill this morning is H.R. 4230, the "Clean Industrial Technology Act 
of 2019." Our nation's economic stability and national security are tied to the 
growth of the U.S. industrialsector. 

Yet the demanding energy needs of industry can represent a unique challenge for 
our clean and secure energy future. This bill establishes a DOE program to support 
the development of innovative technologies and practices that will reduce industrial 
sector emissions while maintaining the effectiveness and competitiveness of U.S. in­
dustry. It also requires the Secretary to establish a comprehensive strategy to de­
velop the mission and goals for this new program. 

While I can't say I agree with every aspect of this legislation, I would like to 
thank our friends across the aisle for meeting us at the table to come to an agree­
ment. By having a good-faith discussion, we were able to add responsible funding 
levels and good governance provisions to H.R. 4230 that will make this legislation 
a bipartisan product. 

Next we will consider my bill, H.R. 5374, the "Advanced Geothermal Research and 
Development Act of 2019" which authorizes DOE's cutting-edge geothermal research 
and development activities. This bill establishes a geothermal computing program 
and includes funding for critical geothermal energy user facilities that will support 
the next generation of electricity generation from these vast and largely untapped 
renewable resources. I would like to thank Chairwoman Johnson for cosponsoring 
this legislation and for working with me to refine it. 

While many renewables like wind and solar are already seeing success in the 
market, early stage technologies like geothermal, which are often far too expensive 
and risky for industry to take to scale, require federal support for R&D. By strategi­
cally investing in these promising technologies we can continue to enhance our di­
verse domestic energy portfolio and bolster U.S. energy independence. 

While we support next-generation energy technologies and clean energy strate­
gies, we must also increase our investment in our critical energy infrastructure. So 
finally, the Committee will consider H.R. 5428, the "Grid Modernization Research 
and Development Act of 2019" and H.R. 5760, the 11Grid Security Research and De­
velopment Act." 

Together, these two bills authorize DOE's critical work in strengthening our na­
tion's electric grid against rapidly changing technological challenges. The Grid Secu­
rity Research and Development Act authorizes the Department's crucial 
cybersecurity and emergency response R&D activities and directs DOE to work with 
relevant Federal agencies to develop cybersecurity best practices. The Grid Mod­
ernization Research and Development Act authorizes R&D into hybrid energy sys­
tems, grid integration, and smart grid modeling - modernizing the grid to improve 
its overall resilience and flexibility. 

I'd like to take this opportunity to thank my good friends across the aisle for 
working with us on these bills. I appreciate that we can come together to focus on 
our shared interest in supporting commonsense legislation to maintain U.S. national 
security, environmental stewardship, economic prosperity, and energy security for 
years to come. I'd like to again thank Chairwoman Johnson for holding this markup 
and I yield back the balance of my time. 

Chairwoman JOHNSON. Thank you very much. 
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We will now consider H.R. 5760, the Grid Security Research and 
Development Act. The clerk will report the bill. 

The CLERK. H.R. 5760, a bill­
[The bill follows:] 
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G:\CMTE\SC\16\ENERGY\GRIDCYBERSECURITY ACT _2.XML 

116TH CO::-JGRESS H R 
lRT SESSIO:\' • • 

'l'o pro,idc for a comprehensive interdisciplinal'y research, development, and 
denio11stration illitintive to strengthen the capacity of t.he energy sector 
to 1wepart• fo1• a11d withstand cybcr ,md physical attacks, and for other 
purposes. 

IX 'l'HE HOUSE OF REPRESENTATIVES 

Mr. Bera (for himself and Mr. Weber) int.rodueecl the following bill; which was 
refenwl to the Committee 011 __________ _ 

A BILL 
To provide for a comprchensiYe interdisciplinary research, 

development, and demonstration initiative to strengthcll 

the capacity of the energy seetor to prepare for and 

withstand cyber and physical attacks, and for other pur­

po,;es. 

1 Be it enacted by the Senate and Hou,qc qf Representa-

2 five.~ of the United States ofAmerir,a 1'.n Co·ngre,'I.~ a.~.sembled, 

3 SECTION 1. SHORT TITLE. 

4 Thi8 Act may be cited as the "Grid Security Research 

5 and Development Act". 

g:IVHLC\020520\020520.218. xml 
February 5, 2020 (4:34 p.m.) 

(742277113) 
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O:\CMTE\SC\16\ENEROY\ORIDCYBERSECURITY ACT_2J(ML 

2 

1 SEC. 2. FINDINGS. 

2 Con11:rcss finds the following: 

3 (1) The Nation, and every critical infrastruc-

4 tnre se<'t.or, depends on reliable elec\tricity. 

5 (2) Intelligent electronic devices, advanced aua-

6 lytics, and information systems used across the cn-

7 crgy sector are essential to maintaining reliable op-

8 cration of the electric grid. 

9 (3) The cyberseeurity threat landscape 1s con-

10 stantly changing and attacker capabilities are ad-

11 vancing rapidly, requiring ong-()ing modifications, ad-

12 ,·ancements, and im·estments in technoloities and 

13 procedures to mai11tain seeurity. 

14 (5) It is in the national interest for Federal 

15 agencies to invest in cyhersecurity research that in-

16 forms and facilitates private sector investment and 

17 use of advanced cyhersec•urity tools and procedures 

18 to protect information systems. 

19 (6) The number of devices and systems con-

20 necting to the cleetric grid is incrca.<;ing, and inte-

21 grating cybersecurity protections into information 

22 systems when they are built is more effective than 

23 modifying products after installation to meet cybcr-

24 security goals. 

25 (7) An understanding of' human facto1·s can be 

26 leveraged to unden;tand the behavior of <'yber threat 

g:IVHLC\020520\020520.218.xml 
February 5, 2020 (4:34 p.m.) 

(742277113) 
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G:\CMTE\SC\16\ENERGY\GRIDCYBERSECURITY ACT_2.XML 

3 

l 11etors, rleYelop strategics to counter threat aetors, 

2 improve cybcrsecurity trai11ing pmgTams, optimize 

3 the dcsi1-,'l1 of human-machine i11tc1faccs and cyhcrsc-

4 <;11rit~· tools, and itl('rease the <;apa<~itr of the e11erg-.v 

5 spetor workforce to prt•vcnt ·unauthorized access to 

6 critical systems. 

7 SEC. 3. AMENDMENT TO ENERGY INDEPENDENCE AND SE-

8 CURITY ACT OF 2-007. 

9 Title XIII of the Energy Independence and Security 

10 Act of 2007 (42 F.S.C. 17381 et seci.) is amended Ly a<ld-

11 ing at 'the end the follm,ing: 

12 "SEC. 1310. ENERGY SECTOR SECURITY RESEARCH, DEVEL-

13 OPMENT, AND DEMONSTRATION PROGRAM. 

14 "(a) bl GEXERAL.-'l'he Secretary, in coordination 

15 "ith appropriate Federal agencies, the Electricity Suh-

16 s('<•tor Coonlinating Council, the Elct!tric Reliability Ol'ga-

17 11iimtio11, State, tribal, lof'.al, a11d territorial gover1mit•11ts, 

18 the private sector, and other rdeYant stakeholders, shall 

19 cany out H research, de,·clopmcnt. an<l demonstration pro-

20 gram to pnitcct the electric gTid and energ_"I· systems, i11-

21 rludillg axseb; eo1me<·ted to the dh-1trib11ti0t1 grid, from 

22 c.,·Lcr and physical attacks by increasing the c~-ber and 

23 physical sceurity capabilities of the t•m•1·g_y sector imd ac-

24 cclcn1t.ir1g the d<'velopmcnt of t·clcYant technologies arnl 

25 tools. 

g:\VHLC\020520\020520.218.xml 
February 5, 2020 (4:34 p.m.) 

(742277113) 



42 

VerDate Sep 11 2014 05:41 Sep 10, 2020 Jkt 099006 PO 00000 Frm 00042 Fmt 6659 Sfmt 6602 E:\HR\OC\HR489P1.XXX HR489P1 In
se

rt
 o

ffs
et

 fo
lio

 4
8 

he
re

 H
R

48
9P

1.
01

7

dl
hi

ll 
on

 D
S

K
12

0R
N

23
P

R
O

D
 w

ith
 H

E
A

R
IN

G

153 

G:ICMTE\Sal6\ENERGY\GRIDCYBERSECURITY ACT _2.XML 

4 

1 "(b) DEP..IBT.ME!\T 01<' ENERGY.-As part of the ini-

2 tiative described in subsection (a), the Secretary shall 

3 awawl research, development, and demonstration grants 

4 to-

5 "(l) identify cyberseeurity risks to information 

6 systems within, and impacting, the electricity sector, 

7 energy S)·stems, and energy infrastmcture; 

8 "(2) develop methods and tools to rapidly detect 

9 cybcr intrusions and cyber incidents, including 

10 through the use of data and big data analytics tech-

11 niques, such as intrusion detection, and security in-

12 formation and event management systems, to vali-

13 date and verify S'JStem beha\~or; 

14 "(3) assess emerging C?bersccurity capabilities 

15 that could be applied to enerb'Y systems and develop 

16 technologies tliat integrate cybersecurity features 

17 and procedures into the design and development of 

18 ex.isting and emerging grid technologies, including 

19 renewable energy, storage, and demand-side manage-

20 ment teelmolof.,>ies; 

21 "(4) ideutify existing- vnlnerahilities in intel-

22 ligent eleetrouic devices, advanced analytics systems, 

23 and information systems; 
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5 

I "(5) work with rclcwmt entities to develop tech-

2 nologies or com•epts that lmild or retrofit eyhersceu-

3 rity features an<l procedure,; into-

4 "(A) iuformation and energ,v ma11agement 

5 system devices, components, software, firmware, 

6 and hardware, i11clmling <listrilmtl'd control and 

7 management system,;, and lmildiug m1111age-

8 meut systems; 

9 "(B) data storage systems, data mauagc-

10 ment systems, an<l data analysis processes; 

11 "{C) automated- and mannall)·-controllcd 

12 devices and equipment for monitoring and i-;ta-

13 bilizing the elec•trie grid; 

14 "(D) technologies used to synchronize time 

15 and develop guidance for operational contin-

16 gency plaw:, when time sJ11chroni:rntion tech-

17 uologics, are eompromi;;ed; 

18 "(E) power sy;;km deliYcry and end user 

19 srstems and dcYices that conncet. to the g,-id, 

20 including-

21 "(i) meter;;, H,\1WhrophasorH, pl11mor 

22 mcas11reme11t units, am! otlH't' sensors; 

23 

24 

25 
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6 

1 "(iii) distributed generation, energy 

2 storage, and other distributed energy tech-

3 nologies; 

4 "(iv) demand response technologies; 

5 "(v) home and building energy man-

6 agcmcnt and control systems; 

7 "(vi) electric and plug-in hybrid vchi-

8 cles and electric vehiele charging systems; 

9 and 

10 "(,;ii) other rele,·ant devices, software, 

11 firmware, and hardware; and 

12 "(F) the supply chain of electric grid man-

13 agemeut system components; 

14 "(6) develop technologies that improve the 

15 physical security of information systems, including 

16 remote assets; 

17 "(7) integrate lmman factors research into the 

18 design and development of advanced tools and proc-

19 esses for dynamic monitoring, detection, protcetion, 

20 mitigation, ,·esponsc, and cybcr situational aware-

21 ness; 

22 "(8) evaluate and understand the potential cou-

23 sequences of practices used to maintain the cybcrsc-

24 eurity of information systems and intelligent clcc-

25 t.ronic devices; 
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7 

"(9) develop or expand the capabilities of exist-

2 ing· cyhcrsccurity test beds to simulate impacts of 

3 cybcr attacks and combined cybcr-physical attacks 

4 011 information systems and electronic devices, in-

5 eluding by inc1·easing access to existing and cmcrg-

6 ing test beds for cooperative utilities, utilities owned 

7 by a political subdivision of a State, such as munici-

8 pally-ow11ed ele<•tric utilities, and other relevant 

9 stakeholders; and 

10 "(10) develop technologies that reduce the cost 

11 of implementing effective cybersecurity technologies 

12 and tools, including updates to these technologies 

13 and tools, in the energy sector. 

14 "(c) NA'l'IONAL ScrnNCE F0UXDATI0N.-The ~a-

15 tional Science Foundation, in coordination with other lt'cd-

16 eral agencies as a1ipropriate, shall through its cybcrsecu-

17 rity research and development programs-

18 "(I) support basic research to advance know!-

19 edge, applications, technologies, and tools to 

20 strengthen the cybersccurity of information systems, 

21 inclnding eleetrie grid and energy systems, inclnding 

22 interdisciplinary research in-

23 "(A) evolutionary s~'"Stcms, theories, mathc-

24 matics, and models; 
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8 

l "(B) economic and financial theories, 

2 mathematics, and models; and 

3 "(C) big- data aual~'tical methods, mathc-

4 matiC's, computer coding, and algorithms; and 

5 "(2) b'Upport cybersecurity education and train-

6 ing focused on information systems for the electric 

7 grid and energy workforce, including through the 

8 Advanced Technological Education program, the 

9 Cybcrcorps program, graduate research fellowships, 

10 and other appropriate programs. 

11 "(d) DEPARTMENT OI<' Hmn}LA~o SE<'l!RITY 

12 SCTEXC'E A.'\'l) TECHNOLOGY DTRECTORA TE.-Thc Science 

13 and Technology Directorate of the Department of Tiome-

14 land Sccuritr shall coordinate with the Department of En-

15 ergy, the private sector, and other relevant stakeholders, 

16 to research existing cybcrsccurity technologies and tools 

17 used in the defense industry in order to-

18 "(l) identify technologies and tools that may 

19 meet civilian cncrizy sectol' eybersecurity needs; 

20 "(2) develop a l'Csearch strategy that incor-

21 porates h11ma.11 faetors re:.:ieareh fiudings to gnide the 

22 modification of defense industry c,-ybcrsecurity tools 

23 for use in the civilian sector; 
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9 

"(3) develop a strategy to accelerate efforts to 

2 l.1ring modified defense industry <,'Ybersecurity tools 

3 to the civilian market; and 

4 " { 4) carry out other acti,ities the Secretary of 

5 Homeland Security considers appropriate to meet 

6 the goals of this subsection. 

7 "SEC. 1311. GRID RESILIENCE AND EMERGENCY RESPONSE. 

8 "(a) Ix GENERAL.-Not later than 180 days after 

9 the enactment of the Grid Security Research and Develop-

IO ment Act, the Secretary shall establish a research, dcvcl-

11 opment, and demonstration program to enhance resilience 

12 and strengthen emergency 1·esponse and management per-

13 tainiug to the energy sector. 

14 "(b) GnA:-.'l'S.-The Secretary shall award grants to 

15 eligible entities under subsection (c) on a competitive basis 

16 to conduct research and development with the purpose of' 

17 improving the re1:,ilie11ee and reliability of eleetric grid by-

18 "(1) developing methods to improve community 

19 and governmental preparation for and emergency rc-

20 sponsc to large-area, long-duration electricity intcr-

21 ruptions, including throngh the n:se of e11ei-gy effi-

22 cieney, storage, and distributed generation tech-

23 nologics; 
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I "(2) developing tools to help utilities and com-

2 munities ensure the continuous dclivc1y of electricity 

3 to critical facilities; 

4 "(3) developing toolR to improve coordination 

5 between utilities and relevant Federal agencies to 

6 enable communication, information-sharing, and sit-

7 national awareness in the event of a physical or 

8 cyber-attack on the electric grid; 

9 "( 4) developing teclmologics and capabilities to 

10 withstand and address the current and projected im-

11 pact of the changing climate on ene1·gy sector infra-

12 strncture, including e:i..i:rcmc weather events and 

13 other natural disasters; 

14 "(5) developing technologies capable of earl? 

15 detection of deteriorating electrical equipment on the 

16 transmission and distribution g1·id, including detec-

17 tion of spark iguition <•ausing wildfires and risks of 

I 8 vegetation contact; and 

19 "(6) assessing upgrades and additions needed 

20 to energy scet01· infrastructure due to projected 

21 ehani,.-es in the energy generation mix aud energ,y de-

22 mand. 

23 "(c) ELIGIBLE ENTITIES.-'l'he entities eligible to rc-

24 ceive ~.,·ants nuder thii; i;eetion include-

25 
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11 

1 "(2) a nonprofit organization; 

2 "(3) a Xat.ional Laboratory; 

3 " ( 4) a unit of State, local, or t1·ihal gm·ernmcnt; 

4 "(5) au electric utilitl or electri<' r<mperative; 

5 "(6) a retail service provider of electricity; 

6 "(7) a private commercial entity; 

7 "(8) a partnership or consortium of 2 or more 

8 entities described in snbparagraphs (1) through (7); 

9 and 

10 "(9) any other entities the Secretary deems ap-

11 propriate. 

12 "(d) RELEYAXT ACTffITIES.-Grar1ts awarded under 

13 subsection (b) shall include funding for research aud de-

14 velopment activities related to the purpose described in 

15 subsection (b), ,mch as-

16 "(1) development of technologies to use <listrib-

17 uted energ_y resources, such as solar photovoltaies, 

18 energy storage systems, electric vehicles, and 

19 microgrids, to improve grid and critical end-user rc-

20 silicncc; 

21 "(2) a1talysis of 11011-teclmical harriers to great-

22 er integration and use of technologies on the dis-

23 tribution grid; 

24 "(~) analysis nf past large-area, long-duration 

25 electricity interruptions to i<lentif:V common elements 
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1 and best practices for electricity restoration, mitiga-

2 tion, and prevention of future dismptions; 

3 "(4) development of advanced monitorh1~, ana-

4 lytics, operation, and controls of eleetrieity grid sys-

5 tems to improve electric grid resilience; 

6 "(5) analysis of technologies, methods, and con-

7 cepts that can improve community resilience and 

8 imrvivability of frequent or long·-<luration power ont-

9 ages; 

10 "(6) development of methodologies to maintain 

11 cybcl'seeurity during 1·cstoration of energy sector in-

12 frastructurc and operation; 

13 "(7) development of advanced power flow c·on-

14 trol systems and components to improve electric grid 

15 resilience; and 

16 "(8) any other relevant acth~ties determined hy 

17 the Seeretary. 

18 "(c) TECHNICAL ASSISTANCE.-

19 "(I) I:-.: OI~NgR\L.-Thc Secretary shall provide 

20 technical assistance to eligible entities for the com-

21 merC'ial applieation of tedrnologies to improve the re-

22 silience of the electric grid and commercial applica-

23 tion of technologies to help entities develop plans for 

24 preventing- and l'CCOYCl'il1A' from Y8t10US pOWCl' out-

25 ag·e :,;ce11urios at the local, regional, and State leYel. 
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1 "(2) TE:CIINICAL .ASSIS'l'AXCE l'IWGR.-Ul.-Tlw 

2 commercial application tcdmical assistance progrmn 

3 cstahlii;hcd in parngraph (1) shall iuclucle assistance 

4 to eligible e11tities for-

5 "(A) the commercial applieation of teeh-

6 nologics dcwlopcd from tltc grant program es-

7 tablishccl in suhscction (b), including coopcra-

8 tive nt.ilitiefl and utilities owued h~· a politic•al 

9 subdivision of a State, such as nmnicipully-

10 owned electric utiliti(•s; 

11 "(B) the dc.-clopmcnt of methods to 

12 strengthm 01· othcnvisc mitig-..:it.c ad.-ersc i m-

13 pal•ts 011 eleC'tric• g-rid infrastr1wture agai11st 

14 natural hazards; 

15 "((;) t.he use of Depar·tment data and mod-

16 <'ling tools for Yarious pu11mscs; and 

17 "(D) a resourec assessment and analysis of 

18 future demand an<l distribution rt•(Juirement.s, 

19 including deyelopment. of arlYanecd grid archi-

20 tectmcs and risk analysis. 

21 "(3) EuomLE BXTI'l'IES.-The entities eligible 

22 t.o receive tcdmic11l m;sistance for eommercial appli-

23 eation of teehnolo1-,,fos nn<ler this Se<'.tion inclu<le-

24 "(,\) rrprese11t11tiws of all scetors of the 

25 eleetri<•. power ind11stry, inehuling- eleet.ri<~ 11tili-
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14 

1 ties, trade organizations, and transmission and 

2 distribution system organizations, owners, and 

3 · operatorn; 

4 "(R) State and local governments and reg-

5 ulatory authorities, including public utility com-

6 missions; 

7 "{C) tribal and Alaska Native govcrn-

8 mental entities; 

9 "(D) partnerships among entities under 

10 subparagraphs (A) through (C); 

11 "(E) regional pa1tnerships; and 

12 "(F) any other ct1titics the Secretary 

13 deems appropriate. 

14 ''(4) AL"l'IIOHI'l'Y.-Nothing in this seetion shall 

15 authorize the Seereta1y to require any entity to 

16 a<lopt any model, tool, technology, plan, analysis, or 

17 assessment. 

18 "SEC. 1312. BEST PRACTICES AND GUIDANCE DOCUMENTS 

19 FOR ENERGY SECTOR CYBERSECURITY RE· 

20 SEARCH. 

21 "(a) Ix GEXERAL.-The Secretary, in coordinatio11 

22 with appropriate Federal agencies, the Electricity Sub-

23 sector Coordinating Council, standards development oi·ga-

24 nizations, State, tribal, loe11l, allC1 tel'l'itol'ial governments, 

25 the priYate seetor, publie utility <~ommisi;imis, and other 
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15 

1 relevirnt stakeholders, shall coordinate the development of 

2 guidance documents for research, development, and dem-

3 onstration activities to improve the cybcrsccurity eapabili-

4 ties of the energy sector tl1rongh participating agencies. 

5 As part of these activities, the Secretary shall-

6 "(l) facilitate stakeholder involvement to np-

7 date-

8 "(A) the Roadmap to Aehieve Energy De-

9 livery Systems Cybcrsecurity; 

10 "(B) the Cybersccurity Procurement Lan-

11 guagc for Ener~'j' Delivery System,;, including 

12 developing guidance for-

13 "(i) contraeting with third parties to 

14 conduct vulnerlibilit_v testing for informa-

15 tion systems used across the energy pro-

16 duction, deliwl'y, storage, and end use sys-

17 terns; 

18 "(ii) contracting with third parties 

19 that utilize transient devices to access in-

20 f01,11ation systems; and 

21 "(iii) managing- supply chain risks; 

22 and 

23 "(C) the Electricity Subsector Cybersecu-

24 rity Capability .Maturity Model, includin~ the 

g:\VHLC\020520\020520.218.xml 
February 5, 2020 (4:34 p.m.) 

(742277113) 



54 

VerDate Sep 11 2014 05:41 Sep 10, 2020 Jkt 099006 PO 00000 Frm 00054 Fmt 6659 Sfmt 6602 E:\HR\OC\HR489P1.XXX HR489P1 In
se

rt
 o

ffs
et

 fo
lio

 6
0 

he
re

 H
R

48
9P

1.
02

9

dl
hi

ll 
on

 D
S

K
12

0R
N

23
P

R
O

D
 w

ith
 H

E
A

R
IN

G

165 

G:\CMTE\SC\ 16\ENERGY\GRIDCYBERSECURITY ACT_2.XML 

16 

I development of metrics to mcastire changes in 

2 cybcrsecurity readiness; and 

3 "(2) develop volunta1y guidance to improyc dig-

4 ital forensic analyses capabilities, inclnding-

5 "(A) developing standardized terminology 

6 and monitoring processes; and 

7 "(B) utilizing human factors research to 

8 develop more effeetive proeednres for logging 

9 incident events; and 

10 "(3) work with the National Science Pom1da-

ll tion, Department of Homeland Security, and stakc-

12 holders to de,•elop a mechanism to anonymizc, ag-

13 gregate, and share the testing results from eyberse-

14 curity test beds to facilitate technology improvc-

15 ments by public and private sector researchers. 

16 "(e) BEST PRAC'rIC"J.JS.-The Secretary, in collabora-

17 tiou with the Direetor of the Natioual Institute of Sta11d­

l 8 ards and Technology and other appropriate Federal agen-

19 cics, shall convene relevant. stakeholders and faciiitate the 

20 development of-

21 "(1) eonse1111ns-hased best praetiees to improve 

22 cybcrseeurity for-

23 "(A) emerging energy technologies; 
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17 

"(B) distributed generation and storage 

2 technologies, and other distributed energy re-

3 sources; 

4 "(C) electric vehicles and electric vehicle 

5 charging stations; and 

6 "(D) other technologies and devices that 

7 connect to the electric grid; 

8 "(2) recommeuded cyberseC'nrity features and 

9 requiremeuts that ean be used by the private sector 

10 to design and build interoperable c;vbcrsccnrity fea-

11 tures into technologies that connect to the elec.tric 

12 grid, including networked devices and components 

13 on distribution systems; and 

14 "(3) technical analysis that can be used by the 

15 prirntc sector in <lcycloping best practices for test 

16 beds and test bed methodologies that will enable re-

17 producible testing of eyberseeurity proteetions for in-

18 formation systems, electronic devices, and other rel-

19 evant components, software, and hardware across 

20 test beds. 

21 "(d) REGrI.u\TORY ArTHORITY.-None of the a,•tivi-

22 tics authoriz<--d in this section shall be construed to author-

23 izc regulatory actions. Additionally, the Yoluntary stand-

24 ai·ds developed undct· this section shall not duplicate or 

25 eont1iet with mandatory reliability standards. 
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18 

1 "SEC. 1313. VULNERABILITY TESTING AND TECHNICAL AS-

2 SISTANCE TO IMPROVE CYBERSECURITY. 

3 "(a) IN G1<:::\'1mAL.-Thc Secretary shall-

4 "(1) cool'dinate with energy sector asset ownen:; 

5 aud operators, leveraging the research facilities and 

6 expertise of the National Laboratories, to assist enti-

7 ties in developing testing capabilities by-

8 "(A) utilizing a range of methods to iden-

9 tifY vulnerabilities in physical an<l cyber sys-

IO terns; 

11 "(B) developing cybersecurity risk asscss-

12 ment tools and providing analyses aud rec-

13 ommendations to partieipating stakeholders; 

14 and 

15 "(C) working with stakeholders to develop 

16 methods to share anonyniized and ag~"l·cg-atcd 

17 test res11lts to assist relevaut stakeholders in 

18 the energy sector, researchers, and the private 

19 sector to advance cyberseeuri.ty efforts, teeh-

20 nologies, and tools; 

21 "(2) .eollahorate with relevant 1,;takel1olders, rn-

22 eluding public utility commissions, to-

23 "(A) identify information, research, staff 

24 ti-aining, and analytical tools nec<led to evaluate 

25 eyberseeurity issues and challenges in the cn-

26 ergy seetor; and 
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19 

I "(B) focilitat,! the sharing of information 

2 and t.lw deYclopme11t of tools identified urnler 

3 subparaµ,Taph (A); 

4 "(~) eollahorate with tribal goyernme11ts to 

5 identify information, rcsl'at·ch, an<l analysis tools 

6 nceclcd by trihal g-ovcrnments to increase the cyhei·-

7 secul'ity of energy assets within their jm·isdietion. 

8 "SEC. 1314. EDUCATION AND WORKFORCE TRAINING RE-

9 SEARCH AND STANDARDS. 

10 "(a) 1:--, GEXEIUL.-'l'he Secrctai·y shall support the 

11 development of a cybcrsecurit~· \YOrkforce through ll J)l'0-

12 gi-a.m that-

13 "(1) facilitates collaboration between under-

14 gra<luatc and gmduate students, researchers at the 

15 .N'Ational Lahm·atorics, and the prirntc sector; 

16 "(2) prioritizes sciC'rn:c> and tcdrnology in m·eas 

17 relevant to the mission of the Depa1t.ment of Energy 

18 through tht' d(•sign and application of eyhcrsceurity 

19 tcdmologies; 

20 "(~) develops, 01· facilitates wivatc sector dcvcl-

21 opmeut of, vohmtary <'yhcrsecnrity trui11i11g- und rc-

22 traiui11g standards, lessons, aurl rccommc11datio11s 

23 for the cnerg_'\· sector thnt minimize duplication of 

24 cyhc>1·sc>cul'it.Y eomplian<•c trni11ing- prognrnis; and 
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20 

1 "(4) maintains a public <latnbase of c~1>ers<'cn-

2 ritr cducat.ion, training, and certific11tion programs. 

3 "(b) C0LLAl\OllATIO:--.-In carrying out the proi.,rram 

4 authorized in ,a1bse1•tio11 (a), the Seeretary shall leverage 

5 programs and activities carried out across the Department 

6 of Energy, other relevant l<'tidera1 agencies, institutions of 

7 highcl' education, and other app1·opriatc c11titics hcst suit-

8 ed to provide natiomil leadel'ship 011 eyherse<,111·ity-related 

9 issues. 

10 "SEC. 1_315. INTERAGENCY COORDINATION AND STRATEGIC 

11 PLAN FOR ENERGY SECTOR CYBERSECURITY 

12 RESEARCH. 

13 "(a) Dl'TIEH.-The Secretary, in <:oorrlinatiou with 

14 the Energ\' Sector Government Coordinating Council, 

15 shall-

16 "(1) rC',,icw the most l'C'cent v0rsions of the 

17 llimdmap t.o A<,l1ieve Energy Delive1:y Systems Cy-

18 b<•rsccurity and the Multi-Year Program Plan for 

19 Em'rA:'· Sector Cyhcrseenrity to identify <~rosscuttinp; 

20 energy scctm· cyhc1·seeurity rcsearell 11ccds and op-

21 p01'tn11ities for <·ollaborat.ion among Federal agendc:-; 

22 and other relevant stakchoklers; 

23 "(2) i<l(•ntify intei·disciplinary research, tech-

24 noloro\ and tools that cin1 !){' applied to cyhcrsC'cn-

25 ritr c·.lrnlle111.\l;s in the e11t•rgy sector; 
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21 

I "(3) idcntif'.Y technology transfer opportunities 

2 to 1,wcelerate the development and commercial appli-

3 catio11 of 11ovel eybcrsccurity technologies, systems, 

4 and processes in the energy se<'lor; and 

5 "(4) develop a coordinated Interagcncy Stra-

6 tegic Plan for research to advance cyhcrsccurity ca-

7 pahilities used in the energy sector that builds on 

8 the Roadmap to .Achieve Energy Delivery Systems in 

9 Cyberseeurity and the Multi-Year Program Plan for 

10 Energy Sector Cybersecurity. 

11 "(h) lXTER.-\GE~CY STRATEGIC PL.A.N.-

12 "(1) SrR:.\HTTAL.-The Interagcncy Strategic 

13 Plan developed under subsection (a}(4) shall be sub-

14 rnittcd to Congress \\ithin 12 mont.hs after the date 

15 of enactment of the Grid Security Research and Dc-

16 ,·clopmcnt Act. 

17 "(2) CONTE:\'TS.-The Interagem•y Strategic 

18 Plan shall includl~ 

19 "(A) an analysis of how existing cyhcrsccu-

20 rity research efforts across the 1',cderal Govcrn-

21 ment are advancing the g·oals of the Roadmap 

22 to AchieYc Energy Delivery Systems Cybersecu-

23 rity and the Multi-Year Program Plan for En-

24 crgy Sector Cyhcrsecurity; 
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22 

I 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

"{B) recommendations for research areas 

that may advance the cybcrseeuri.ty of the en­

ergy sector; 

"(C) an over\"iew of existing and proposed 

public and private sector research efforts that 

address the topics outlined in parag-raph (3); 

and 

"(D) an overview of needed support for 

workforce training in cybersecnrity for the en­

ergy sector. 

"(3) Co:-:smERATION'S.-In dcYeloping the 

12 Interag-ency Strategic Plan, the Secretary, in coordi-

13 uatio11 with the Energy Sector Government Coordi-

14 nating Council, slmll consider-

IS "(A) opportunities for human factors re-

16 search to improve the design and effectiveness 

17 of cybersccurity deviees, teelmologies, tools, 

18 proeesses, and training programs; 

19 "(B) contributions of other disciplines to 

20 the deYclopmcnt of i1movative cybersecurity pt·o-

21 eedures, devices, eompouents, tedmologies, and 

22 tools; 

23 "(C) opportunities for technology transfer 

24 pro1-,vrams to facilitate private sector devclop-

25 mcnt of C'ybcrscC'urity proecdurcs, dcYiees, com-
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23 

1 poncnts, technologies, and tools for the energy 

2 sector; 

3 "(D) hmadcr applications of the work done 

4 hy relevant Federal agem,ies to advance the cy-

5 bersecurity of information systems and data 

6 analytics systems for the energy sector; and 

7 "{E) actiYities called for in the I<'ederal ey-

8 bersecurity research and development strategic 

9 plan required by section 201(a)(l) of the Cy-

10 berseeurity Enhancement Act of 2014 (15 

11 U.S.C. 74~1(a)(l)). 

12 "(c) PARTTCIPATIOX.-For the purpo8CS of carrying 

13 out this section, the Energy Sector Government Coordi-

14 nating Council shall include representatives from Pederal 

15 ap;cneics ,vith C~l)crtisc in the encri.,1-y sector, information 

16 8)'1lterns, data anal)i,ics, cyber phyxical systems, engineer-

17 ing, human fu<,tors research, humau-maehiue interfac•es, 

18 high performance computing, big data and data analytics, 

19 or other disciplines considered appropriate by the Council 

20 Chair. 

21 "SEC. 1316. REPORT TO CONGRESS. 

22 "(a) BALANCING RISKS, INCREASIXG SECURITY, AND 

23 IMPROYING ~Iomm~IZ.\'l'ION.-

24 "(1) S'J'lTDY.-Thc Seerctary, i11 collah01·ati011 

25 with the National Institute of Sta11<lards aml 'I'e<•h-
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1 nology, other Fcrleral agencies, anrl energy sector 

2 stakeholders, in order to provide rcconunendations 

3 for additional research, development, demonstration, 

4 a11d commercial application activities, shall-

5 "(A) analyze physical and cybcr attacks on 

6 energy sector infrastructure and information 

7 systems and identify cost-effective opportunities 

8 to improve physical and cyber security; and 

9 "(B) examine the risks associated with in-

10 creasing penetration of di!,rital technologies in 

11 grid networks, particularly on the distribution 

12 grid. 

13 "(2) CONTENT.-The study shall-

14 "(A) analyze processes, oporational proce-

15 durcs, and other factors common among cybcr 

16 attacks; 

17 "(B) identif'.y areas where human beha,ior 

18 plays a critical role in maintaining or compro• 

19 mising the security of a system; 

20 "(C) reeommend-

21 "(i) changes to the design of devices, 

22 

23 

24 

25 
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l 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 
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"(ii) training techniques to increase 

the capacity of <•mployecs to actiwly iden­

tit'.r, p1·(wcnt, 01· Hcutmlizc tlie impact of 

c•.rber atta<'ks; 

"(D) t•valuctt(' Pxisting rngiil('ering and 

· technical design cl'itc1-ia and guidelines that in­

corporate hunum factors research fimling-s, an<l 

reeommen<l (•rit.eria am! gni<lelines for f•yherse­

eurity tools that call be used to de,·clop display 

S,\-Stems for cybcrsecnritr monitoring-, such as 

alarms, user-ft·icndly displays, and layouts; 

"(E) evaluate the cybersccmity risks and 

})(:'11etits of various design and ardiite(•ture op­

tions for energ:v scct.01· systems, networked grid 

s~-stems ancl components, and automation s~-s­

tems, including- eonsidcratiou of~ 

"(i) desig·1rn tltat itwlnde hoth digital 

and analog control <lcviees and keh­

nologi(•S; 

"(ii) different communieation tech­

nologies used Lo transfer i11formatio11 and 

nologics, an<l srstcm operators; 

"(iii) automated and human-in-thc­

loop dr,1ec•s and tcclmologirs; 

(742277113) 
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2 

3 

4 

5 

6 

"(iv) programmable versus non-

prognnmnahlc <fov:ices and tedmologi<•s; 

"(y) inc1·cm,<'d l'cdundancy using- dis­

similar r~yherse<'nrit.y technologies; and 

"(Yi) grid architccturps that use au­

tonomous functions to limit contl'ol 

7 wlnerahiliticR; and 

8 "(F) recommeud methods or metl'i<·s to 

9 document changes in risks assoeiated with sys-

10 tem desi!Q1S and architt-ctures. 

11 "(:3) CONHllJ.TATIOX.-In conducting the stud~·. 

12 the Sccretar,v shall consult. with energy sector st.akc-

13 holders, academi<' and prirnte sector resNirchers, the 

14 prirntc sector, and other rPlc,•ant stakeholders. 

15 "(4) REl'ORT.-Not later than 24 1nonths aftc1· 

16 thr date of C'nnctment of' the Grid Sreurit;v Rcscar<•h 

17 and Development Act, the Secretary Hlmll submit the 

18 stud~· to th<• Committee on Seicnec, Space, 11nd 

19 'l'cchnolog_y of the House of Reprcs<•ntatiYcs and tlw 

20 Committee on Ener~•_y and Natural Resources of the 

21 Semite. 

22 "SEC. 1317. DEFINITIONS. 

23 "In this title: 
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l "(l) BIG DATA.-Thc term 'big data' means 

2 datasets that require advanced analytical methods 

3 for their b·ansformation into useful infom1ation. 

4 "(2) CYBERSECTRITY.-The term 't•yberseeu-

5 rity' means protecting an information system or in-

6 formation that is stored on, processed by, or 

7 transiting an information system from a cybcrsceu-

8 rity threat or security ,11lnerability. 

9 "(3) CYBERSECl'RITY TIIREAT.-The term 'cy-

10 berseeurity threat' has the meaning given the term 

11 in section 102 of the Cybersccurity Information 

12 Sharing Act of 2015 (6 U.S.C. 1501). 

13 "(4) ELEC''rRICITY Sl!BSEC'TOB. COORDINATING 

14 COUNCIL.-Thc term 'Electricity Subsector Coordi-

15 nating Council' means the self-organized, self-gov-

16 emed council consisting of senior industry reprcscnt-

17 atives to serve as the principal liaison between the 

18 Federal Govemment and the electric power sector 

19 and to carry out the role of the Sect.or Coordinating 

20 Council aR estahli8hcd in the National Infrastructure 

21 Protection Plan for the electricity subsector. 

22 "(5) ENERGY SECTOR GOYER:-..MENT COORDI-

23 N.\TING COCNCll,.-The term 'Energy Sector Gov-

24 ernment Coordinating Council' means the council 

25 eonsisting of representative,; from relevant Federal 
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28 

1 Government agencies to JwovidC> effpctivc coordirrn-

2 tion of ene1·~•.v st•ctor efforts to ensm·t• a secure, rdi-

3 ahlc, and l'Csilicnt encq_\'.v infrastructmc and to ca1·1y 

4 out the role of the Government Coordinating Co1111<'.i] 

5 as established in the National Infrastmct.ure Prott•c·-

6 tion Plan for the energy sc•ctor. 

7 "(6) Hrnux FAC'l'Olts HESEARf'II.-Thc tcm1 

8 'hnman fcwtori; research' means rei;eard1 on ln111w11 

9 performance iu social aud physical environments, 

10 and on tlw integration and interaetion of humans 

11 with physie11l syRtcms 11ml com1mter h11rdwarc and 

12 software. 

13 "(7) Ilnl~\X·.!IL\CIIIXE IXTERP.U'ES.-The term 

14 ·human-machine interfaees' means technologies that 

15 p1·cscnt information to au operator 01· user about thC' 

16 state of a prot•C>ss or systelll, or a<•c<•pt human in-

17 Rtrudions to implement. a11 action, in<•ludiug vii,;ual-

18 ization displays sueh as a graphical user intcrfoe<•. 

19 "(8) 1NFOIDUTIO'.IJ SYS'l'E:\f.-'l'he term 'infor-

20 mation systC'm'-

21 "(,\) lia,; the meaning· giw11 the term i11 

22 se<~tion 102 of tlw ('ybcrsccurity Information 

23 Shal'ing Ad of 2015 (Ii U.S.C. H>Ol); arnl 

24 "(B) includl'R opl'rntional tC>ehnology, infor-

25 mation ttwl111ology, u11d <•omm1mit'atio11s. 
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G:\CMTE\SO 16\ENERGY\GRIDCYBERSECURITY ACT _2.XML 

29 

1 "(9) XATIONM, LABORA'rORY.-The term 'na-

2 tional laboratory' has the meaning given the term in 

3 section 2 of the Energy Policy Act of 2005 ( 42 

4 u.s.c. 15801). 

5 "(10) SECURITY \TLNER,\BILITY.-The term 

6 'security vulnerability' has the meaning given the 

7 term in section 102 of the Cybcrsccurity Information 

8 Sharing Act of 2015 (6 U.S.C. 1501). 

9 "(11) TRANSIE:s'T DEVICES.-Thc term 'trau-

10 sient devices' means removable media, including 

11 floppy disks, compact disks, USB flash driYcs, cxter-

l 2 nal hard drivei,, mobile dcvicci,, and other devicci, 

13 that utilize wireless connections. 

14 "SEC. 1318. AUTHORIZATION OF APPROPRIATIONS. 

15 "'l'hcrc arc authorized to he appropriated to the Scc-

16 rctary to carry out this title-

17 

18 

19 

20 

21 

g:\VHLC\020520\020520.218.xml 
February 5, 2020 (4:34 p.m.) 

"(1) $150,000,000 for fiscal year 2021; 

"(2) $157,500,000 for fiscal year 2022; 

"(3) $165,375,000 for fiseal·year 2023; 

"(4) $17::l,645,000 for fiscal year 2024; and 

"(5) $182,:325,000 for fiseal year 2025.". 

(742277113) 
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Chairwoman JOHNSON. Without objection, the bill is considered 
as read and open to amendment at any point. I recognize the gen­
tleman from California, Mr. Bera, to speak on his bill. 

Mr. BERA. Thank you, Chairwoman Johnson, Ranking Member 
Lucas. I'm proud that-today that our Committee is advancing bi­
partisan legislation to address threats to our electrical grid. A 
strong and secure electrical grid is critical to our quality of life, 
economy, and national security. However, the cybersecurity land­
scape is constantly evolving with attacks on the grid becoming 
more and more frequent. 

Last year, remote hackers attacked the U.S. grid networks for 
the first time affecting several Western States, including Cali­
fornia, Utah, and Wyoming. Following this attack, the President 
and CEO of the North American Electric Reliability Corporation, 
NERC, testified before Congress in July stating the threat from 
cybersecurity attack is at an all-time high. 

In addition, our electric grid is increasingly more vulnerable to 
natural disasters like wildfires and hurricanes. From coast to coast 
the United States has been hit by major hurricanes, storms, and 
wildfires that have left Americans without electricity, disrupting 
daily life and crippling local economies. Hearing from my constitu­
ents regarding the California wildfires made it abundantly clear 
that protecting the electrical grid was a priority for them. 

That's why I'm proud to introduce the bipartisan Grid Security 
Research and Development Act alongside Congressman Weber to 
strengthen the resiliency of the U.S. electric grid and protect the 
American public. Our legislation focuses on sustained investment 
in research and technologies to keep pace with the rapidly evolving 
threats to our electric grid. The bill focuses on protecting our grid 
from two major threats: cyber and physical. 

I'm also proud that this bill would provide funding to develop 
technologies that would toughen our grid against wildfires and 
other natural disasters by improving early detection of deterio­
rating electrical transmission and distribution equipment that can 
tend to spark and come in contact with vegetation during high 
wind events and natural disasters that cause wildfires. 

My bill, in tandem with the four other important energy bills 
that are being considered today, take a holistic approach to driving 
toward a cleaner and safer future for the American public. We're 
here to make government work for our constituents and for the 
American people and to address their concerns and create solu­
tions. 

Thank you again, Chairwoman Johnson, Ranking Member Lucas, 
for supporting this important priority for California and for Amer­
ica, and I urge my colleagues to support this legislation. I yield 
back. 

Chairwoman JOHNSON. Thank you very much. Anyone else seek-
ing time? 

Mr. WEBER. Madam Chair, I move to strike the last word. 
Chairwoman JOHNSON. Mr. Weber. 
Mr. WEBER. Thank you, Madam Chair. And thank you, Madam 

Chair and Ranking Member Lucas, for holding today's markup. 
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I am also, like my colleague from California, proud to speak this 
morning in support of H.R. 5760, the Grid Security Research and 
Development Act, of which I am an original cosponsor. 

Folks, a secure, resilient, and reliable electric grid is essential to 
America's national and economic security. When I speak to crowds, 
I will often say the things that make America great are the things 
that America makes. How do we do that? Again, with a secure, re­
silient, and reliable electrical grid. It is absolutely essential. 

Every aspect of our daily lives and every economic sector in our 
Nation depends on the uninterrupted flow of power to function 
properly. Recognizing this, the Trump Administration has consist­
ently emphasized the importance of grid cybersecurity, of resil­
ience, and emergency response, and has made these issues a major 
priority. 

Cyber and physical threats to our electric grid are constantly 
evolving and increasing in magnitude. According to IBM, last year, 
cyber attacks against vital energy sector technologies like indus­
trial control and operational systems increased by more than 2,000 
percent from 2018. In fact, in 2019 in the United States our energy 
sector ranked ninth in the industries most targeted by cyber at­
tacks. So it is clear that this bipartisan legislation is both timely 
and absolutely necessary. 

H.R. 5760, the Grid Security Research and Development Act, au­
thorizes a multiagency research and development program to bol­
ster the cyber and physical security capabilities of this very energy 
sector. It also authorizes key Federal agencies like DOE and the 
National Science Foundation to support early stage research, devel­
opment, and demonstration activities that will advance critical en­
ergy sector cybersecurity technologies while improving the security 
of energy sector information systems. It is in line with this Admin­
istration's priorities, H.R. 5760. It also authorizes a DOE research, 
development, and demonstration program that focuses on the dis­
covery of new innovative tools and new technologies that will im­
prove the resilience, reliability, and emergency response capabili­
ties of our electric grid. 

Just three years ago Hurricane Harvey hit the Texas Gulf Coast, 
my district, ground zero for Harvey flooding. Hurricane Harvey 
caused significant damage to generators and transmission lines 
and outages for many homes and businesses in my very district. 
Luckily, the Electric Reliability Council of Texas, ERCOT as we 
call it, was up to date on their planning and management. The 
Texas grid was able to quickly recover from a devastating category 
4 hurricane. That's just one example of how it is not a question of 
if the U.S. power grid will face a significant physical or cyber 
threat, it is simply a matter of when. 

The modernization and security of the national electricity system 
must be one of our top priorities. I want to thank Dr. Bera for in­
troducing this legislation and Members and staff on both sides of 
the aisle for working in such a collaborative manner to prepare this 
bill for today's markup. I encourage my colleagues to support this 
timely bipartisan legislation to improve the cyber and physical se­
curity of our Nation's very energy sector. 

Madam Chair, I appreciate you, and I yield back the balance of 
my time. 
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Chairwoman JOHNSON. Thank you very much. Any other re­
quests for time? 

We will now proceed with amendments in the order on the ros­
ter. And the first amendment on the roster is the amendment of­
fered by Mr. Bera, and he's recognized to offer an amendment. 

Mr. BERA. I have an amendment at the desk. 
Chairwoman JOHNSON. The clerk will report the amendment. 
The CLERK. Amendment No. 1, amendment to H.R. 5760-­
(The amendment of Mr. Bera follows:] 
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AMENDMENT TO H.R. 5760 

OFFERED BY Mr . Bera ------

Page 2, line 14. strike "(5)" and insert "(4)". 

Page 2, line 19. strike ''(6)" and insert "(ii)". 

Pag-e 2, line 25, xtrike "(7)" and inse1-t. "(6)". 

Page 5, line 21, i-trike "syiwhrophai-orH,". 

Page 10, line l 5, strike "iktcriomting" and insert 

"malfunctioning". 

Page 10, line 18, strike "and". 

Page 10, line 22, strike tlw period and i11se11. "; 

,md". 

Page 10, aftet· line 22, insc-rt the following: 

"(7) npgrndi11g tooli- m;ed to ei-timat(• the <'Osti-

2 of outages longt•1· than i4 honrs. 

Pag<• 12, line 4, strike "ell'ctric-itf' and insert "ekc­

t1-ie". 

Page 16, li11e 4, i-trike "a11alrses" and insert "anal-

Pag·e Hi, line Hi, strike "(e)" and insert "(b)". 

g:\VHLC\021020\021020.254.xml 
February 10, 2020 (4:23 p.m.) 
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G:\CMTE\S016\ENERGY\H5760\MNGR-AMDT_OI.XML 

2 

Page 17, lint' 8, strike "features an<l" and insert 

"desil-('ns and technical". 

Pag-<' 17, line 21, xtrike "(d)" and insert "(c)". 

Page 21, Jin<• H, strike "Congress" and insert 

"Congress and made public". 

and". 

Pngc 26, line 13, strike "and private :,wetor''. 

Pag-c 29, line Hi, strike "title" and insert "Act". 

g:\VHLC\021020\021020.25-4.xml 
February 10, 2020 (4:23 p.m.) 
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Chairwoman JOHNSON. I ask unanimous consent to dispense 
with the reading. Without objection, so ordered. 

I recognize the gentleman for five minutes to explain his amend­
ment. 

Mr. BERA. Thank you, Chairwoman Johnson and Ranking Mem­
ber Lucas. I rise to offer a manager's amendment to offer technical 
corrections to the bill like wording and line numbering. 

As I emphasized before, the bill will support important research 
and development to address the evolving cybersecurity threats to 
our grid and ensure that our grid is resilient to disasters like hurri­
canes, floods, and the terrible wildfires which have spread across 
my home State of California. I encourage all of my colleagues to 
support my amendment, and with that, I yield back. 

Chairwoman JOHNSON. Thank you. Any further discussion on the 
amendment? 

If there's no further discussion, the vote occurs on the amend-
ment. 

All those in favor, say aye. 
Those opposed, say no. 
The ayes have it, and the amendment is agreed to. 
The next amendment on the roster is an amendment offered by 

the gentlelady from California, Ms. Lofgren, and Mr. McNerney is 
recognized. 

Mr. MCNERNEY. Madam Chair, I have an amendment at the 
desk. 

Chairwoman JOHNSON. The clerk will report the amendment. 
The CLERK. Amendment No. 2, amendment to H.R.--
[The amendment of Ms. Lofgren follows:] 
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G:\M\l6'1-OFGRE\LOFGRE_027.XML 

AMENDMENT TO H.R. 5760 

OFFERED BY Ms. LoFGREN OF CALIFORNIA 

Page 10, line 18, strike "and". 

Page 10, line 22, strike the period and insert " 

and". 

Page 10, after line 22, insert the following: 

1 "(7) developing tools and technologies to assist 

2 with the planning, safe execution of, and safe aml 

3 timely restoration of power after emergency power 

4 shut offs, such as those conducted to reduce risks of 

S wildfires started by grid infrastructure. 

Page 13, line 16, strike "and". 

Page 13, line 20, strike the period at the end and 

insert a semicolon. 

Page 1:3, after line 20, insert the following: 

6 

7 

8 

9 

to 

JI 

g:\VHLC\0211201021120.177.xml 
February 11, 2020 (3:21 p.m.) 

"(E) the development of' tools arnl tech­

nologies to coordinate data across relevant enti­

ties to promote resilience and wildfire preven­

tion in the planning, design, construction, OJ)Cl'­

ation, and maintenance of tra1rnmission infra­

structure; 

{75590116) 
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G:\M\ I 6\LOFGRE\LOFGRE_027.XML 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

"(Fl analysis to predict the likelihood of 

extreme weather ewnts to inform the planning, 

<lcsig·n, com,truction, opcnitio11, and mainte­

na11ce of tramm1ission infrastr1mt11re in con­

sultation with the Xational Oceanic· and Atmos­

pheric Administration; and 

"(G) the conm1c1·cial application of rrl­

evant h•d111ologies, snd1 as distrihnte<l energy 

resources, microgrids, or other energy tech­

nologies, to establish backup powt•r for users or 

facilities affected by cmerp:cncy power shutoffs. 

Pag-e 20, after line 2, i11i-.ert the following: 

12 "(b) GRm H8SILIENCE T~X'HXOLOGY TRAI!\'L\'G.-

13 The Scert•tary shall support the development of the g-rid 

14 workforce tlmmµ;h a training proi.,l'f'am that prioritizes ac-

15 tivitics that enhatH•c the rei-.ilie11ee of the deetric grid and 

16 energy st>ctor infrastructure, inelu<ling training on the use 

17 of tools, tt>chnolog-it•s, and methods developed nn<lPI' tht• 

18 g1·1n1t p1·01-,,,·am esblhlished in seC'tion 1311 (h). 

Pap:e ~o, lille a. i-.trike "(l,)" Hild insert "((-}". 

Puge 20, line 4, insert "and (h)" at't.t•r "imthoriz<-d 

in suhsrction (a)". 

g:IVHLC\021120\021120.ln.xml 
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Chairwoman JOHNSON. I ask unanimous consent to dispense 
with the reading. Without objection, so ordered. 

I recognize the gentleman to explain the amendment for five 
minutes. 

Mr. MCNERNEY. Thank you, Madam Chair. 
The needs and challenges surrounding our grid infrastructure 

have changed considerably since Congress passed the last signifi­
cant legislation in this area. Traditionally, the conversation around 
grid resilience has been how to harden the grid without natural 
disasters-to withstand natural disasters. However, we now have 
the problem of electric grid infrastructure starting wildfires, espe­
cially in my State of California. States prone to wildfires have been 
working on this issue for a while, and it's time for the Federal Gov­
ernment to catch up. This amendment would help address that. 
Significant investments at the Federal level on research and tech­
nology are necessary to ensure the safety, continuous delivery, and 
reliability of electricity across all States. 

So I want to thank my colleagues Mr. Lamb and Mr. Bera for 
introducing H.R. 5428 and H.R. 5760 on R&D for grid moderniza­
tion and security. 

Last year in Northern California, we had several large, long-du­
ration power outages, including ones that affected my home, better 
known as public safety power shutoff events, meant to prevent 
wildfires sparked by electric grid infrastructure during extreme 
wind and dry conditions. 

My amendment, or Ms. Lofgren's amendment, would provide for 
the improvement in execution of emergency power shutoffs from 
the planning to the power restoration through a grant program es­
tablished in section 1311. While there's a considerable amount of 
data being collected in this space, States need the tools to stand­
ardize and coordinate this data across all relevant entities for the 
purposes of not just emergency response but for the planning, de­
sign, construction, operation, and maintenance of transmission in­
frastructure. My amendment-again, Ms. Lofgren's amendment, 
would provide technical assistance to relevant entities looking to do 
just that. 

Lastly, we have a workforce shortage in the area due to sudden 
growth in demand for individuals qualified and trained in grid re­
silience technology. This amendment would establish a training 
program to support the development of the grid workforce through 
the use of tools, technologies, and methods developed under the 
grant program. I urge my colleagues to support this amendment, 
and I yield back the balance of my time. 

Chairwoman JOHNSON. Thank you very much. Any further dis­
cussion on the amendment? 

If there's no further discussion, the vote occurs on the amend-
ment. 

All in favor, say aye. 
Those opposed, no. 
The ayes have it, and the amendment is agreed to. 
The next amendment on the roster is an amendment offered by 

the gentleman from Florida, Mr. Waltz, and he's recognized for five 
minutes to offer his amendment. 
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Mr. WALTZ. Thank you, Madrun Chairwoman. I have an amend­
ment at the desk. 

Chairwoman JOHNSON. The clerk will report the runendment. 
The CLERK. Amendment No. 3, amendment to Committee 

print-
[The amendment of Mr. Waltz follows:] 
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G:\CMTE\S016\ENERGY\H5760\RAMD1.XML 

AMENDMENT TO 

COMMITTEE PRINT OF H.R. 5760 

OFFERED BY M __ . ____ _ 

Acld at the end the following: 

SEC. 4. CRITICAL INFRASTRUCTURE RESEARCH AND CON• 

2 STRUCTION. 

3 (a} IN GEXEIUL.-Thc Secretary shall caJ'D· out a 

4 prop.mm of research, development, and demonstration of 

5 technologies and tools to help ensure the resilicnec and 

6 He<·urity of <'ritical integrated grid i11frai-;tru<·tureH. 

7 (IJ) C'RITIC.\J, IXI<'R.ASTRlTTURE DEFIXED.-The 

8 term "critical infrastmcture" means infrastructure that 

9 the Secretary det<'1·mineR to h<' Yitai to socioeconomic ac-

10 tivitiei- such that, if destroyed m· damaged, stt<·h destnw-

11 tiou or damage could cause substantial disruption to such 

12 sol'ioeMnomic actiYiti<•s. 

13 (c) CoOHDIXA'l'IOK.-ln carrying- out the program 

14 under imb;;eetio11 (a), the Se<"ret.11~' shall lt-vcrag-e expertise 

15 au<l rcso111·ces of Hll(l facilitak collauoration and coordina-

16 tion betwccn-

17 (1) relrYant pro1,.'l·ams and activitiN: a.cross tlw 

18 Department; 

19 (2) the Department of Defense; and 

g:\VHLC\021020\021020.248.xml 
February 10, 2020 (4:20p.m.) 

(75587911) 
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G:ICMTE\Sa l 6\ENERGY\H5760\RAMD l .XML 

2 

(3) t.hl' Department of Ilomelan<l Security. 

2 (d) C'HITIC.\L lxFRAS1'IW('1'lJHI~ TEST l•,.\.ClLITY.-lll 

3 carI')ing out the pmgram under suhilection (a), the Scc-

4 retary shall establish and operate a Critical Infra!ltrnd.111·e 

5 Test Facility (referred to in this section as the "Test B,a-

6 cilit~·") that 11llows for sc11lable physic-al and eyher per-

7 formancc testing to he conducted on industi~·-seale critical 

8 infrastrnetnrl' systems. This fa<•ility shall inelude a forn1s 

9 011-

10 (1) c,rbersccurity test beds; and 

11 (2) electric grid test be<k 

12 (e) SELY.;<"l'IOX.-Thc Secrctar,r shall seled the Test 

13 Facility trnde1· this section 011 a competitive, rnerit-re-

14 viewed basis. Tht• Secretary shall consider applieations 

15 from National Laboratories, institutions of hig·her ('(Jn-

16 cation, multi-institutional collahorations, and other appro-

17 priate entities. 

18 (f) Dt:RATIOl\'.-The Test F'a(•ility cstablishcrl under 

19 this section shall receive support fm· a period of not mm·c 

20 than 5 years, subject to the aYailability of appropriations. 

21 (g') RENE\Y.\T,.-Upon the expimtio11 of any period of 

22 support of the Tt>st Pacility, the Rt•crct.ary may renew i;up-

23 port for the Test l•'acility, on a met·it-rc,,icwed hasis, fol' 

24 a pel'iod of not more than 5 yNn·s. 

g;\VHLC\021020\021020.246.xml 
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Chairwoman JOI-INSON. I ask unanimous consent to dispense 
with the reading. Without objection, so ordered. 

And I recognize the gentleman for five minutes to explain his 
amendment. 

Mr. WALTZ. Thank you, Madam Chairwoman, Ranking Member 
Lucas. 

This amendment to H.R. 5760, the Grid Security Research and 
Development Act, requires the Secretary of Energy to carry out a 
program in coordination with the Department of Defense and the 
Department of Homeland Security to help ensure the security and 
resilience of critical grid infrastructures. In carrying out this pro­
gram, it also requires the Secretary to establish and operate a crit­
ical infrastructure test facility that allows for both physical and 
cyber performance testing to be conducted on large-scale infrastruc­
ture systems. 

The goal of this research is to improve the development of new 
energy technologies, advance our understandings of integrated grid 
systems. A dedicated critical infrastructure test facility can provide 
American researchers with access to cybersecurity and electric grid 
testbeds that are necessary to perform this next-generation R&D. 
As more industrial control systems come online, and as a diversity 
of energy sources are integrated into the grid, we must invest stra­
tegically in the long-term early stage research that will protect our 
energy infrastructure from a variety of emerging threats. 

The investments authorized in my amendment will do just that, 
and they will act as an accelerator to the R&D programs author­
ized in H.R. 5760, driving forward innovation and maximizing re­
turn on taxpayer dollars. The partnership between the Federal 
Government, the national labs, academia, and industry has the po­
tential to transform energy delivery systems. 

I look forward to working with my colleagues on both sides of the 
aisle as we continue supporting advanced grid security research 
and our shared mission goals to develop future energy delivery sys­
tems that are reliable, resilient, and secure. I encourage my col­
leagues to support this amendment and yield back the balance of 
my time. · 

Chairwoman JOHNSON. Thank you. Any further discussion on the 
amendment? 

If there's no further discussion, the vote occurs on the amend-
ment. 

All those in favor, say aye. 
Those opposed, no. 
The ayes have it, and the agreement-and the amendment is 

agreed to. 
Are there any other amendments? 
A reporting quorum being present, I move that the Committee on 

Science, Space, and Technology report H.R. 5760, as amended, to 
the House with the recommendation that the bill be approved. 

Those in favor of the motion will signify by saying aye. 
Those opposed, no. 
The ayes have it, and the bill is favorably reported. 
Without objection, the motion to reconsider is laid upon the table. 

I ask unanimous consent that the staff be authorized to make any 
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necessary technical and conforming changes to the bill. Without ob­
jection, so ordered. 

Members will have two subsequent calendar days in which to 
submit supplementary minority or additional views on this meas­
ure. 

I want to thank all of the Members in attendance. And that con­
cludes our markup. The Committee is adjourned. 

(Whereupon, at 11:27 a.m., the Committee was adjourned.] 
0 
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